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VJIK 343.4(043.2)
IToxunenko I.C., K.10.H., IOIICHT,
KuiBchkuii HaIllOHAILHUN YHIBEPCUTET Oy IIBHUIITBA 1 apXITEKTYPH,
M. KuiB, Ykpaina

MPABOBI IHHOCTI B [IU®POBI IJIOINHI K CKJIAJTOBA
PO3BUTKY YKPATHH B YMOBAX BOEHHOI'O CTAHY HA
HIJISIXY JIO €C

HudpoBi TEXHOJIOTIT € HEB1J’ €MHOI YAaCTHHOIO CYyYaCHOrO CYCHIJIbCTBA.
BoHu 3MiHIOIOTH CITOCOOM HAIIOTO JKUTTS, POOOTH Ta CHiJIKyBaHHA. BogHoudac
M(POBI TEXHOJIOTIi CTBOPIOIOTh HOBI BUKJIMKHM Ta 3arpo3H JUIsl TIPaB JIFOJAUHU
Ta JEMOKPATUYHUX ITIHHOCTEH.

VYkpaina, gk 1 iHmn kpainu €sponelicbkoro Coro3y, mparte 10 pOo3BUTKY
nudpoBoi nepkaBu. lle mepenbayae CTBOpeHHS €(QEKTUBHOI Ta MPO30POi
CHUCTEMHU JIEP)KABHOTO YIPABJIIHHS, K4 BUKOPUCTOBYE ITUPPOBI TEXHOJIOTI1 IS
I1JIBUILICHHS SIKOCT1 KUTTS TPOMAJIsH.

VYemimHaui po3BUTOK HMUGPOBOI JepKaBU B YKpaiHI MOXJIMBUN JIMIIE 3a
YMOBU JOTPUMaHHS TMpPaBOBUX IIHHOCTEH. I[i IIHHOCTI € OCHOBOW s
CIIPaBEJIMBOTO Ta PIBHOTO JIOCTYNYy TPOMaJsiH A0 HUGPOBUX TEXHOJOTIH,
3aXMCTY IXHIX MpaB Ta cBOOO Yy IU(PPOBIN IIOIIUHI.

Cepen mpaBOBUX I[IHHOCTEH, SIKI € OCHOBOIO JJIsI PO3BUTKY HUGPOBOI
Jep KaBy, MOYKHA BUJIIMTH TaKI:

[IpaBa nroauHU: MpaBa JIOJAUHU € OCHOBOIO OYJb-IKOTO JIE€MOKPATHUYHOIO
cycninbeTBa. Y HUGPOBI MIOMIKMHI BOHU BKJIOYAIOThH MPABO HA MPUBATHICTD,
CBO0O/ly BHUPaKEHHS TOIJIAMIB, PIBHUM AOCTyn 10 1H(opMalii Ta OCBITHIX
pecypciB.

JleMokpaTuyHe  yhOpaBiiHHSA: OUPPOBI  TEXHOJOTi MOXYTh OyTH
BUKOPUCTaH1 JJIg MIABUIIEHHS €(QEKTUBHOCTI Ta MPO30POCTI JIePKaBHOIO
ynpaBiiHHSA. BogHodac BakiauBO, MIO0 Il TEXHOJIOTIi BHKOPHUCTOBYBAIIUCS Y
criociO, KU BIAMOBIAA€E JEMOKPATHYHUM I[IHHOCTSIM.

CnpaBemyiuBiCTh: HUGPOBI TEXHOJOTHT MOXKYTh MOCHUJIUTH COIIAJIbHY
HECIIPABEUIMBICTh, AKIIO BOHU HE OYIyTh JOCTYIHHUMH JJII BCIX TPOMAJISH.
BaxumBo 3a0e3meunTu crpaBeyIMBUN AOCTYN A0 HU(PPOBUX TEXHOJOTIM st
BCIX, HE3QJIEKHO BiJ IXHBOIO COLIAJBLHOTO CTATyCy, MICLs MPOXKWBAHHA YU
THIITUX XapaKTEPUCTHUK.

YMOBH BOEHHOTO CTaHy B YKpaiHi CTBOPIOIOTH JOJATKOBI BUKJIUKH IS
3a0e3rmedueHHs MPaBOBUX I[IHHOCTEH y nudpoBiil miomuHi. Pociiickka arpecis
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npu3Bena 0 TOPYIICHHS TMpaB JIOAWHM, 30KpeMa, 1 B Jipkutaicdepi
(Mopy1IeHHS NPUBATHOCTI, MOMIUPEHH Ae31H(opmallii Ta kibepaTaku).

3aranoMm kinbkictb DDoS-arak y 1 kB. 2022 p., nopiBusiHO 3 1 kB. 2021 p.,
36utbmmnacs Ha 450%, a TpuBaNiCTh TaKUX aTak 3pocia Maixke Ha 8 000% [1].
Xoua HaibO1IbIIe 3001B BiOYBaIoCh y moToMy-0epesni 2022 p., DDoS-ataku
MPOAOBXKYIOTh BpakaTh YKpaiHy. 3a maHuMu JlepKcrenss’s3Ky, 3 IOYaTKy
HIMpoKoMacmTabHoi  BiMiHM pocii mpoTh YKpaiHH, OCTaHHS  3a3Hajia
2 194 xibeparaku. Pexopa cknas 275 DDoS-arak Ha 100y [2]. 3 mo4aTKy BiHH
CBY mneiirpanizyBana maibke 3 500 kxiGeparak Ha OpraHd Biaau Ta 00’ €KTH
iHppacTpykrypu [3]. 3 Hux 1 650 kiGep3arpo3 BUSBICHO B PEXKUMI peaTbHOTO
yacy. binbImicTh pociicbKUX aTak MaJid Ha MeTi a0 3HUIIUTUA HU(POBI cepBicH,
a00 necTaduI3yBaT poOOTY CTPATET1YHO BAXKJIMBUX MAMPUEMCTB EHEPreTUYHO1
Ta TPAHCIOPTHOI Taimy3ei. Takoxk ciif 3rajgath MacmTaOHM301i y poOoTi
oneparopa moOulbHOro 3B’sa3Ky '"KwuiBcrap", skuii craBcsl2 rpynns 2023
poky. O¢imiiiHo Mepexy atakyBaiau xakepu. Uepes 301i mo Bcil kpaiHi OyB
BIJICYTHI MOO1IBHUHN 3B’5130K Ta 1HTepHET Bia "KuiBcTapy" y24 MIIH KII€HTIB.
He mpartoBaB cailt oneparopa Ta MoOUTbHUN Aoaatok. [Ipu nbomy KoMmaHis
«KwuiBcTap» 3asdBuia, 110 EPCOHANbHI 1aH1 aDOHEHTIB HE CKOMIIPOMETOBAaHI [4].
Jlo nmikBigamii HacimiakiB ataku Oynm 3amydeHi kommanii Microsoft, Cisco,
Ericsson [5]. 3a cimoBamMu HaudajabHUKA CIYXKOHM 3B’SI3KIB 3 TI'POMACHKICTIO
xomantyBaHHs CyxonyTHuX Bitickk 3CY miamonkoBauk Bonogumupa ®iteo [6]
30i1 'y pobori «KwuiBcTtap» He BIUIMHYB Ha Jii  YKpaiHChKHX
BIMCBKOBOCTYKOOBIIIB Ha JiiHII (QpoHTY. B CBOI0O uepry 3acTylmHHUK IJIaBU
Hanbanky VYxkpainu Omnekciii [IlaGan 3asBUB, 10 yKpaiHCbKI OaHKH MarOTh
CTBOPUTH PE3EPBHI KAaHAIU 3B A3KY ISl CBO€i 1H(pACTPyKTypu uepe3 300i
yactuau POS-TepminaiiB miciig Xakepcbkoi ataku Ha «KuiBctap». BiH Takox
3a3HauMB, Mmoo Hambdank «mpoTsirom 2022-2023 pokiB MOCTIMHO (ikCyBaB
KibepaTaku PpI3HOrO PIBHA CKJIAQAHOCTI Ha 00’ektH  iH(DOpMaIliiiHOl
iH(DpacTpykTypu OaHKIB Ta HEOAHKIBCHKUX (PIHYCTAHOB» Ta 3aKJIMKaB ()1IHAHCOBI
YCTaHOBH JIO ITOCHJICHHS TXHBOT KiOepOe3neku [7].

[TincymMmoByrOUM BUKJIAJEHE, CI1]] BIAMITUTH, III0 B YMOBAaX BOEHHOT'O CTaHy
BAXJIMBO MOCUJIMTH TpaBOBE perynroBaHHs mudpoBoi chepu B Ykpaini. Lle
JI03BOJIUTH 3a0€3MEUUTH 3aXUCT MPaB JIOJUHU Ta JEMOKPATUYHUX I[IHHOCTEHN y
nu(dpoBI TUIONIMHI, a TaKOX CHPUATHUME €()EKTUBHOMY BHUKOPHUCTaHHIO
1IU(PPOBUX TEXHOJIOT1H 11 3a0e3neueHHs Oe3eKH Ta PO3BUTKY Y KpaiHH.

Jlist 3a0e3neyeHH sl MpaBoBUX I[IHHOCTEH y HuGpOBid MIIOMMUHI B YKpaiHi
HEOOX1IHO BKUTHU TaKUX 3aXO0/IIB:

1) NpUHHATH 3aKOHOMPOEKT NP0 3aXHUCT MEPCOHATBHUX AaHux Ne 8153 Bif
25.10.2022 p., sSkdi TPUIIBUIIIMTG IHTETpaIil0 YKpaiHM 10 €AUHOTrO
ugpoBoro puHky €sponeicbkoro Corw3y, a TaK0)X MaKCUMaJIbHO HAOIU3UTh
MOJIOKEHHS HAI[IOHAJILBHOTO 3aKOHOJABCTBA JIO €BPOMNEHCHKUX BUMOT Y
chepizaxucTy NEPCOHATBHUX JAaHUX;
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2) IOCWIUTH CHUCTEMY 3aXHCTy BiJ KiOeparak Ha 3aKOHOTBOPYOMY Ta
TEXHIYHOMY PIBHSX;

3) IPOIOBXKUTH BIPOBAKCHHS OCBITHIX Mporpam 3 mudpoBoi rpaMOTHOCTI.

[Ipouecu nudposizailii yKkpaiHCHKOT0 CYCH1JIbCTBA HaJall pO3rOPTaIOTHCS, a
1HTerparis Kpainu 10 €1uHoro U poBOro pUHKY BUSHAETHCS SIK JIOTTYHUN KPOK
y HampsAMKy pedopM, siKi YKpaiHa aKTUBHO BIPOBADKYE B paMKaxX YTOIU TPO
acoliaiiro. 3a OCTaHHI POKH, 3aBJSIKH MOCUJICHHIO CIIBIpalll 3 €BpONnelchbKuM
Coro3om, VYkpaiHi BAanocs pPO3MIMPUTH CBIM JOCTYI 10 OHJIAWH-PUHKIB Ta
CJIEKTPOHHUX TMOCTYTr KpaiH €BpomM, MOAOJIABIIM aJAMIHICTPATUBHI Oap’epH i
PO3BUHYBIIIM €JIEKTPOHHE BpsAayBaHHS. OAHOYACHO BAKIMBUM 3aBJAHHSM €
3a0e3MeueHHs TEXHIYHOI CIPOMOXHOCTI Ta CYMICHOCTI IIM(PPOBUX CHCTEM,
MOJIIIIIEHHS TOCTYIy TPOMAaJsH 0 BHUCOKOIIBHJIKICHOTO [HTepHeTy, HagaHHS
SAKICHUX OHJIAMH-TIOCIIYT Ta MiJBUIICHHS PiBHS U(PPOBOI TPaMOTHOCTI.
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