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BCTVII
Meta arecrauniiiHoi po0oTM — omuC Tpolecy po3poOKu, KoHbIryparii
MPOTOTUIY BeO-0pi€eHTOBAaHOI 1H(OPMaLIHHOT cucTeMu AJis ineHTudiKamii ocodu 3a

doro.

O0’exT aTecTaniiiHoi podoTn — BeO-OopieHTOBaHa iH(OpMalliifHa cucTemMa AJis

1menTrdikaiii ocodbu 3a 006JUYYaM 3 BUKOPUCTAaHHSM XMAapHUX TEXHOJIOT1H.

IIpeamer arecTamiiiHoi po0OTM — BUKOPUCTAHHS XMAapHHUX TEXHOJIOTIH
MITYYHOTO IHTEJEKTy Ta MAIMHOTO HAaBYaHHS MJIsS PO3MI3HABAHHS Ta TOPIBHSHHS

306pa)KCHI> JIFOAWHH.

Metoau aociailzkeHHs1 — y poOOTI BUKOPUCTOBYIOTHCS EMITIPUYHI METOIU
JOCJIJIKEHHS, @ caMe: BUBYEHHS JpKepe 1HpopMallli, aHajl3 OTPUMAHKUX B1JIOMOCTEMH,

CIIOCTCPCIKCHH .

tyunuit inTenekt (Al) - e rany3p KOMI'IOTEpPHUX HAYK, sIKa 30CEpEKEHA Ha
CTBOPEHHI MporpaM Ta CHUCTEM, 3JaTHUX BUKOHYBaTW 3aBJaHHS, SIKI 3a3BUYail
BUMAraTh JIIOJCHKOTO po3yMy. Lle BkiItouae Taki acleKkTH, SIK MalllMHHE HaBYAHHS,
00poOKa MpUPOIHOI MOBH, KOMI'IOTEpHE 30Dy, PO3Mi3HABaHHS MOBHM Ta €KCHEpPTHI
cuctemMu. IITydyHuid I1HTENEKT JomoMara€e HaMm y Oaratbox cdepax aisIbHOCTI

monuau|[ 1].

Al Moxe aBTOMaTH3yBaTH PyTHHHI Ta Yaco3aTpaTHI 3aBIaHHS, TaKi sIK 00poOKa

JaHUX, aHaJl13 TeKCTy ab0 BIJIMOBI/II HA 3aMUTAHHS KOPUCTYBaiB.

Takox 3a normomororo Al MokHA aHaTI3yBaTH BEJIMKI OOCITH JaHUX Ta BUSBIISITH
3aKOHOMIPHOCTI, SIKI MOXYTb JOIIOMOI'TH Yy MPUHHATTI pimieHb. Hanpukinan, Al moxe
JIOTIOMOTTHA Yy TPOTHO3YBaHHI MPOMaXiB, ONTHUMI3AIlli JIOTICTUKKH a00 BHUSABICHHI

1axpanucTsa.

3aBISKH MITyYHOMY 1HTEJIEKTY MU MOXKEMO TOKPAIIUTH MEIUYHY TiarHOCTHUKY.
Al ananizye MeauuH1 300pa>kKeHHs Ta AOMOMAa€E y BUSBIISATH XBOPOOH, Taki sIK pak abo
cepIieBO-CyauHH1 3axBoproBanHs. Takox Al Moxke 1omoMOorTH y po3po0Ili HOBHX JIIKiB

Ta MJIaHYBAaHHI 1HAMBIAYaJbHUX MJIAHIB JIIKYBAHHS.



3a [OMOMOrOI0 IITYYHOTO IHTEJEKTY MOMJIMBO aJanTyBaTH HaBYAJIbHUM
Marepiajd 10 IHAUBIAyaJbHUX MNOTPeO Yy4YHIB, a TAKOX JOMOMAaraTd BYHUTEISM Y

BUSIBJICHHI CJTA0OKHUX MICITb YYHIB Ta MIATPUMIII iX TPOTPECY.

HaBith cdepa po3Bar Takok BUKOPHUCTOBYE INTYYHHH iHTenekr. Al
BUKOPHCTOBYETHCSl Y Bijfieoirpax Hajsi CTBOPEHHsS PEaNiCTUYHUX MEPCOHAXKIB Ta
IHTEPAaKTUBHUX CILIEHApPiiB, a TaKOXX y PEKOMEHIAIIHHUX CUCTeMax s Mia00opy

Gb1IpMIB, My3UKH a00 HOBHUH, 5IK1 MOXKYTb Bac 3alliKaBUTH.

VY cepi 6e3nexku Al Moke TOTOMOTTH y BUSIBIICHHI Ta 3amo0iranHi kidbeparak, a

TaKOX y po3po0iii cuctem Oe3MeKu sl aBTOHOMHUX TPAHCTIOPTHUX 3acO0iB.



PO3AUI 1. AKTYAJIBHICTD

1.1.IToHSTTS KOMIT' FOTEPHOTO 30py

Komm’rorepHuii 3ip - miarainy3p IITy9HOTO 1HTENEKTY. BiH Hagae
KOMIT'IOTE€paM 3[aTHICTh IHTEPHPETYBaTH Ta PO3YMITH Bi3yallbHI JaHl 3
HaBKOJIMIIIHBOTO cepenoBuIa. s o0macTh mMTydYHOTO iHTEICKTY BKIIIOYAE B ceOe
00poOKy, aHasmi3 1 BU3HAYCHHS 3HAYEHHA — 300pakeHb, Bieo Ta 1HIIUX (opM

rpadiunoi iHpopmarii[2].

[ToyatkoBUM eTanom € 30ip JaHUX. Y CHCTEMax KOMII FOTEPHOTO 30py LEi
etan mnepeadauyae BUKOPUCTAHHS Kamep, JaTYMKIB Ta IHIIMX HPUCTPOIB IS
3aXOIUIEHHS 300paKeHb 1 B1JIeO peasibHOTO CBITY. L1 HE0OpoOIeH! Bi3yalbHI JaH1
3rOZIOM CIy’KaTh BXIIHUMH JaHUMHU ISl JOJATKOBOI OOpPOOKM - BUPIIIAJIBLHOTO

KpPOKY JI0 aHaJi3y.

[lepm HDXX aHadi3yBaTH Bi3yallbHI JaHl, IX YacTO MOTPIOHO MOINEPEIHBO
00poOuTH, 1100 MIIBUIIHUTH SKICTh 1 3SMEHIITUTH OOUHCIIIOBAJIbHY CKIaAHICTD. ek
OpoLEC MOXKE BKJIIOUATH KUIbKAa 3aBAaHb - 3MEHUICHHS IIyMYy, ITiIBUILEHHS
KOHTPACTHOCTI Ta SCKPaBOCTi, 3MIHYy pO3MIpy a00 HaBiThb MEPETBOPEHHS
300pakeHHS Ha BIATIHKH ciporo. Ha 1ipoMy eTari aJiropuTMu KOMIT F0TEPHOTO 30PY
OepyTh y4acThb y BUJIyY€HHI 03HAK, BOHU 1ICHTHU(IKYIOTh 1 BUTATYIOTh BIJIOBIIHI
0COOJIMBOCTI 3 Bi3yaJbHUX JAHUX - BIAMIHHI BI3€PYHKH 200 XapaKTEPUCTUKH, K1
300pakyI0Th BMICT 300paxkeHHs. 11 pyHKIIIT OXOIUIIOI0Th Kpai, KyTH, TEKCTYpHu abo

KOJIbOPH: YCI €JIEMEHTH, SIK1 CIIPUSIOTH IIOBHOMY OIKCY 300paKEHHS.

CucremMu KOMII'FOTEPHOTO 30pPYy, BUKOPUCTOBYIOUHM AJTOPUTMHU MAIIMHHOTO
HABYAHHS, 1MEHTU(DIKYIOTh 1 KIACU(]IKYyIOTh O0’€KTH B 300paKEHHSX ILISIXOM
BUSBIICHHS Ta po3Mi3HaBaHHs 00’ekTiB. Llell mpouec Moke BKIIIOYATH pi3HI
3aBIaHHS, Takl K BUSIBICHHS OOMMYYs, pPO3MI3HABAHHSA TEKCTY, KiacuQikaiis
TBapuH a0o0 imeHTudikaiis TpaHCHOpTHOTO 3acoly. Benmuki Habopu maHHX
NO3HAUYEHUX 300paK€Hb HABYAIOTh QJITOPUTMU PO3MI3HABATH IIAOJOHU Ta

0COOJIMBOCTI, OB’ I3aH1 3 PI3HUMH KJacaMu 00’ €KTIB.
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Kowmm’rorepHuii 3ip y cepi aHasizy BiJieo aKTUBHO BIICTEXKYE pyX 00’ €KTIB
y 4aci, BiH PO3Mi3HAE TXHIO TPAEKTOPIIO Ta MIBUAKICTh — (PYHKIIIA, KA BUSBISETHCS
KOPHUCHOIO IJI1 PI3HOMAHITHUX 3aCTOCYyBaHb, TaKUX SK BiJCOCTIOCTEPEIKEHHS,
HaBIramiiHI MOXJIMBOCTI aBTOHOMHHUX TPAHCIOPTHUX 3acO0IB Ta CKJIaJHUHN

CIIOPTUBHHI aHaI3.

OxpiM IpOCTOTO pO3Mi3HABAHHS OKPEMHX 00’ €KTIB, KOMIT FOTEPHHI 31p MOXKe
3arTMOUTHUCS B PO3YMIHHSI CIICHHU: aHAJII3 117101 CIIEHHU JJIsl BUSIBJICHHS 3B’ SI3KIB MIXK
o0’exTamMH — iXHiX aTpuOyTiB 1 Aiif. Lle KOHTEKCTHE pPO3yMiHHS HaJa€e CUCTEMaM

TOHKE PO3YMIHHS B3aEMOJIIi 00’ €KTIB.

CucteMru KOMIT'IOTEPHOTO 30pYy IICHSl aHami3y BI3yallbHUX JaHUX
3aTy4aroThes 10 J0AaTKOBOI 00poOKH. Llei Kpok yTOUHIOE pe3yabTaTH — BiH MOXeE
BKJIFOUaTH (PUIBTPYBaHHS MOMUIIKOBUX BHSIBIEHb, a00 00’€qHaHHA 1H(OopMarii 3
pI3HUX JKepesl. 3rofoM KOPUCTYBadl MOXYTh BHKOPHCTOBYBAaTH KIHLIEBUI
pe3yAbTaT AJisd IPUHHATTS pillieHb, KEPYBaHHS IHITUMHU CUCTEMAaMHU, 400 OTpUMaHHS

BIIMOBIHOT 1H(DOpMAaITii.

CrekTp 3acToCyBaHHb Jy’K€ IIUPOKUHN Ta pizHOMaHITHUH. e MoxyTh OyTn
Taki cepu K - aBTOHOMHI TPAaHCIIOPTH1 3ac00M, MEIMYHA J1arHOCTHUKA, CUCTEMHU
Oe3neku, poOOTOTEXHIKA, HaBITh Yy pekiami Ta po3Barax. Maibke yci
BUKOPUCTOBYIOTh TIOTYXKHICTh KOMIT'IOTepHOTO 30py. IlocrtiiHuii mporpec y
TEXHOJIOTISX 1 alropuTMax pPO3IIMPIOE HWOTO 3MaTHICTh CHPUMAaTH Bi3yallbHY

1H(pOopMallito 3 1eAani OUTBIIOK YHIBEPCAIBHICTIO.
1.2.BukopucranHs po3IiHaBaHHs 300paXeHb JAEPHKABOIO

VYkpaiHii ayXe dYacTo 3yCTpi4aloThb Y CBOEMY TOBCSKIECHHOMY KHUTTI
BUKOPHUCTAHHS KOI I0TEpHOTO 30py. HaltOuibil po3noBCIOMKEHHUMU TTPUKIIaAaMU
€: cuctemu ¢ortodikcamii nopymenb [P, Ta nomarox HIA mnst imentudikarmii

0CO0M Ta MiJNUCY AOKYMEHTIB.

Y 3anponoHOBaHOMY JI€pP)KaBOIO MOOUIBHOMY JOAaTKy, MH TOBHHHI

HiATBEPIKYBATH CBOIO 0CO0Y 3a O10METpUYHUMHU AaHHUMU (O10METPI€I0 B LILOMY
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BUMAJIKy BUCTyNae 0OIuyya JIFOAUHN). €AMHUM HbIOAHCOM JIJIs1 CTa01IbHOT pOOO0TH
MOJIETl KOMIT FOTEPHOTO 30py € TEXHIUHI MOXKJIMBOCTI MPHUCTPOIO KOPUCTyBada

(sKicTh 300pakeHbh CTBOPEHUX HA (PpOHTATBHY Kamepy cMapTdoHy).

MepeBipKy NponaeHo!

Bu yeniwHo nigTeepaank ocoby
KOPHCTYBaYa.

MpopoBXUTH

Pucynoxk 1.1. Ilpuknan nepeBipku ocodu B noaarky 114

B cucremax Ta nporpamHoMy 3a0e3nedeHHi 10 BukopuctoBye MBC
VYkpainu nns inenrudikaii nopymnukis [1J][P nemae 06pobku 300pakeHs 00am,
ajie € MOXKJIMBICTB 3a JOIOMOIOI0 KaMep 110 (DIKCYIOTh MEPEBUILIEHHS IBUIKOCTI B
ABTOMAaTU30BaHOMY MOPSJKY BIIOKPEMUTH Ta PO3Mi3HATH HAa (OTO aBTOMOOUIbHI

HOMEPHU JEPKABHOTO 3pa3Ky|[3].
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/ MATPYNBHA

nonuifA

Hanpamok pyxy: 3ycTpiYHuiA

Pucynox 1.2. [lpuknan ¢orto nmopymnuka [1/IP 3 po3mizHaBaHHSIM Aep:KaBHOTO

HOMCPHOI'O 3HAKY

VY nanHI poOOTI OMHMCAHO $K CHPOEKTYBaTW CHUCTEMY 3 BHUKOPHUCTAaHHSIM
KOMIT IOTEPHOTO 30py Ta BUKOPUCTOBYBaTH Yy Oynb-sKiil cepi 3a morpedu. HaBith
He0aHKIBChKI  (DIHAHCOBI  yCTAaHOBU  (CTpaxoBI  KOMIIaHii)  TMOYMHAIOTh

BHUKOPHCTOBYBATH PO3MTi3HABAHHS 00N JIFONIEH JJTsl Oe3MeKH KITIEHTCHKOT YaCTHHHU.

1.3.1Ipobnemu siki Aep’kaBa MOXKE BHUPIIIYBaTH 3a JOMOMOIOI0 MAaIMHHOIO

HaBYaHHS Ta PO3Mi3HABAHHS 300paKEeHb

Y ChOTOAHINTHROMY CTPIMKO PO3BHBAIOYOMYCS CBITI JeprkaBaM HEOOXiTHO
aJanTyBaTUCS Ta 1HHOBYBAaTH, 1100 BHUpIIIyBaTH HarajibHI MNpoOieMu Ta
HaJaBaTH SKICHI TOCIYrd 1jsi rpomajnsH. MamunHe HaByanHsa (ML) ta
komm'totepanii 3ip (CV) - MOTYXHI 1HCTPYMEHTH, IO MAlOTh BEIHYE3HUUN
MOTEHIIIAN ISl TIEPETBOPEHHSI METOMIB POOOTH YpsIiB y PIIIEHH] MUTaHb Ta
HaJIaHHI1 MMOCIIYT CBOIM I'pOMAaJIiHaM. YSBITh 3py4HICTb Ta €(EKTUBHICTbD, IKUX
MU MOTJIH O JOCSTTH, 3aCTOCYBABIIIM TaKi YyJ0Bl IHHOBAIIIi y Pi3HUX CEKTOpaX,

SIK OXOPOHA 37I0POB'sl, TPAHCIIOPT Ta MPABOOXOPOHHI OpraHu. Y Il CTaTTi MU 3
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pamIiCTIO PO3MITHEMO MalOyTHI MOJXKJIMBOCTI MAIIMHHOTO HaBYaHHS Ta

KOMIT'FOTEPHOTO 30pY PEBOJTIOLIIOHI3yBaTH 0arato HampsMiB pOOOTH I I€PHKaB.

3 IOTIOMOTOI0 MAITMHHOTO HABYAHHS IMOCIYTH OXOPOHH 3I0POB'St MOXKYTh
Oytu momimnmieHi. BuBuaioun 3aKOHOMIPHOCTI TMOMUTY, MH MOXEMO OLIbII
¢(EeKTHBHO PO3IMOAUIATH PECYpPCH, 3a0e3MeUylodd ONTHMAJIbHE JIiKYBaHHS
TPOMaJIIH Ta CKOPOUYIOUM Yac O4iKyBaHHsS. binbie TOro, KOMI'roTepHUl 3ip
MO)KE€ CTaTH HE3aMIHHOKO JOIOMOTO0 sl MeAUYHUX (haxiBIliB y J1arHOCTHUII
3aXBOPIOBaHb Ta KOHTPOIIO 332 MEAUYHHMH 300paXCHHSIMH I PAaHHBOTO
BUSIBJICHHSI 1 JIIKyBaHHS. Buromm Bi TakWx HOBOBBEICHb HEOIIHEHHI, 1 MU

PaIOTh 11 PEBOJIIOLIIT B OXOPOHI 3/I0POB'SI.

lono TpaHcmopTy, MallMHHE HaBYaHHS Ta KOMII'FOTEPHHUM 31p MOXYTb
IpaIloBaTH Pa3oM ISl ONTHMI3alli pyXy, IPOTHO3YBaHHS MACaXXUPOIOTIKY Ta
CTBOPEHHS HailOuIbIIe €()eKTUBHUX MapLIPyTiB IPOMaJChKoOro TpaHncmoprty. Le
npu3BeAe N0 MBUAKINIOL Ta OUIBII HAAIMHOT TPAHCIIOPTHOI CUCTEMH, a TAKOXK
3pOOHMTH Hall IIOACHHHWN NEpeBE3eHHs Oulbll NpueMHUM. biibiue Toro,
BUKOPUCTAHHS TAKUX TEXHOJIOTTYHUX JIOCATHEHb Ha AOPO31 JOMIOMOXKE CTBOPUTHU

PO3YMHIIIIl PIIIEHHS MO0 TPAHCIOPTHOTO KEPYBAaHHA Ta OpraHizallii pyxy.

3 TOYKM 30py MPABOOXOPOHHOI MISJIBHOCTI, MAIllMHHE HAaBYaHHS Ta
KOMITIOTEPHUM 31p MOXYThb 3MIIHATA Haml OOpoThOy 31 3JI0UMHAMH 1
3a0e3neunTy 301IbIICHHS O€3MeKH JUIsl HaIllUX TPOMaJ. YSBITH TEXHOJIOTIIO
KOMIT'FOTEPHOTO 30Dy, fKa CKaHy€ BijieoMaTepiaiul CHOCTEPEKEHHS, BUSIBIISE
MOJKJTUBY 3JIOYMHHY aKTUBHICTh Ta BIJICTEXKYE M1 I03P1LI1 [1i B pEKUM1 peaTbHOTO
yacy. [lepen6auyroun BUHUKHEHHS 3JI04YHMHIB, IPABOOXOPOHHI OpPraHu 3MOXKYTh

npaioBaTi e(hEKTUBHIIIE, 3aXUIIAI0YU TPOMAJISH.

Takok 3axOIUTI0OE MOXJIHMBICTH 3aCTOCYBaHHS MAIIMHHOTO HaBYaHHS Ta
KOMITFOTEPHOTO 30pY JUIsl TIOKPAIICHHS KEPyBaHHS CTUXIWHUMHU JUXaMH Ta
BIJIHOBJICHHSI TicJisi HuX. Hanarouu mnepenOadyeHHs TPUPOTHUX KaracTpod,
ypSIAM MOXKYTh JIISTH TPOAKTHBHO, BPATYBABIIM KUTTS JIOACH 1 3MEHITUBIIN

PYWHIBHI HACIIJIKH JJIsl HACEJIEHUX MYHKTIB. TEXHOJOr1l KOMIT'IOTEPHOTO 30pY
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JAI0Th MOXKJIMBICTh OTPUMYBATH JETaIbHE PO3YyMiHHS PiBHS MOLIKOMKEHD Yepe3
CYITyTHUKOB1 200 MOBITPsIH1 300paKeHHS, JO3BOJISIOUH YPSAaM BTUTUTH HAJIEKH1

MipH 3amo0iraHHs.

HaocTtanok, MammHHE HaBUaHHS Ta KOMITIOTEPHUN 3ip MOXYTh MaTH
BOXJIUBE 3HAYEHHS Yy (OpPMyBaHHI EKOHOMIYHOI TONITHKH, JOTOMAararoyu
ypsAlaM MpUiiMaTH pillieHHs, 3aCHOBaHI HA JAHUX, 3 BIEBHEHICTIO B HAIPSIMKaX

3MIIHCHHS JICP>)KaBHOTO (hIHAHCYBaHHS.
BucHoBku 10 po3ainy 1

BuxopurcToBytoun JaHy cHCTEMY MM MOXEMO 3BIPUTH OOIMYYS JFOJUHU 1110
rojiajia 3asBJIECHUH 1IeHTU(PIKAUIMHUA JOKYMEHT 3 HasiBHUM (oTto (Hampukmiazn, id
KapTKy, IaCIOPT, BOJINCHKE MOCBITYEHHS ), 1110 BUKJIIOYAE TOCTYII Ta BUKOPUCTAHHS
Yy TIMBHUX JaHUX TPETHOIO 0COO010, aJle€ 32 yMOBH IPABUIILHO HAJIAIITOBAHOI O13HEC

JIOT1KM O€3MEKOBOT0 €Tay Ha caMOMy HIAIPHUEMCTBI.

[Ipoanasni3yBaBIIM HasBHUIM PUHOK (PIHAHCOBUX YCTAHOB, TEXHIYHHX PIILICHb
y cdepi MenuuuHu, 0€3MeKN IPOMaJIChKOro MOPSAKY, MOXKHA CTBEPIXKYBATH, 10

naHa 1H(popMalliifHa CUCTEMA € JyKe aKTyaJlbHOIO.
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PO3/11JI 2. OFPAHHS TEXHOJIOTTH JIJISI CTBOPEHHS CUCTEMU

2.1.Bu0ip texHomorii

Cporogni HeMmOxiauBO ysBUTH [T-chepy 0e3 3acrocyBaHHS XMapHHUX
TEXHOJIOT1i, K1 pO3MOYalu CBii po3BUTOK 1€ y 1950-Xx pokax. To/i HEMOXKIUBICTh
npuI0aHHs JOPOTOi KOMI'TOTEPHOT TEXHIKH JUIst OaraTboX CIiBPOOITHUKIB CHpHUsIa
CTBOPEHHIO PillIeHb, KOJIU JACK1IbKa KOPUCTYBaYiB MOTJIM OHOYACHO M1 AKITIOYATUCS
70 OJHOTO TMpoIecopa. XMapHI TEXHOJOTIi PO3BMBAJIUCS 3aBASKH I1HTEPHETY,
OCK1UJIbKM OCHOBHUU MPUHIIUI TAKUX TEXHOJIOTIH MoJsirae y 3abe3neveHHi Jo0CTyITy

KOPHCTYBaUiB JI0 CEPBICIB 3 OyIb-sIKO1 TOUKH CBITY.

Ha cporogHi XmapHi TEXHOJ]OrIT IIMPOKO BUKOPHUCTOBYIOTBCS Y PI3HUX
chepax IIAIBHOCTI, TaKUX K OCBITa, MEAMWIIMHA, OaHKIBChbKa CIIpaBa, Ol3HEC,
TOPriBJs, JIOTICTUKA Ta iHIIE. BoHM HamaioTh Oi3HECy BUILY OOYHCIIOBAJIbHY
MOTY>KHICTb, Cy4acHI cepBiCH JJ1sl 0OOpPOOKH BEJIMKOI KIIBKOCTI IaHUX Ta €(P)EKTUBHE
MaciTaOyBaHHS 3aJIeKHO BiJ 30UIbIIeHHS 00'eMiB jgaHuX. CIHCOK JOCTYITHHX
MOCIIYT BiJ MPOBaiifiepiB XMapHUX CEPBICIB Maii’ke HECKIHUCHHHMM 1 TOCTIIHHO
OHOBITIO€ThCS. Cy4yacH1 XMapHI TEXHOJIOT1i OXOIUIIOIOTh CEPBEPH, CXOBHILA JAHUX,
0a3u JaHuX, Mepexi, MporpaMHe 3a0e3MeueHHs pI3HUX BHUIIB, CHCTEMH KOHTPOJTIO

Ta MOHITOPUHTY TOILIO.

XMapH1 TEXHOJOT1T HaJal0ThCA KOpUCTyBadaM y (hopMi 3BUYAHOTO OHJIAH
CepBICY, NPHU IIbOMY BUJIUISIOTH TPU PiBHI XMapHUX cepBiciB - SaaS, PaaS Ta laaS.
Bonu mnpencrtaBnsitoTh co00I0 MONENT XMapHUX TEXHOJIOTIH, 1m0 (HOpPMYIOThH
nipamigy 3a pi3HUM piBHEM KOHTpOIO HaJ 1H(popmaiieto. Ha BepmmHi mipamian
3HAaXOUThCS KOPHUCTYBau CEpBICY, SKUH Mpaiioe 3 HaOOpOM JaHUX 3aBISKU
MporpaMHOMY 3a0€3MeUeHHI0 3 3py4yHHM 1HTepdeiicom. ko mnporpamue
3a0e3MneueHHs PO3ropHyTe Ha I1aTdopMi, IIe BIANOBIAAE IPYTrOMY PIBHIO XMapHUX
cepBiciB. TpeTiil piBeHb, OCHOBA MipaMiJiv, BIJIMOBIJIa€ 3a BIPTyaJIbHI CEPBEPH,

0OYMCTIOBAILHY MOTYKHICTh Ta CXOBHIIA TaHUX.

3 pO3BUTKOM 1HTEpPHETY XMapHi cepBicu TNy SaaS (Software as a Service,

"mporpamMHe 3a0e3nedyeHHsl SK Mociayra') CTalu IHUPOKO PO3MOBCIOMKEHUMH,
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JIO3BOJISIFOUM  BIJIPI3HUTH OHJIAWH-CEPBICHM BIJl JECKTOIHUX Mporpam, s

BCTAHOBJICHHS SIKUX MOTP10€H NepCOHATLHUN KOMI'TOTED.

Konu B TEXHONOTIYHOMY CBITI BUHHUKJIA MOTpeOa IIBHIKOTO PO3TOPTAaHHS
HOBHX Mporpam, 3'sBunaca ines PaaS (Platform as a Service, "[lnardopma sk
cepBic"). 3 yacoM €BOJIOLIS XMApHUX TEXHOJOTIHA MpHUBENa J0 CHUTYyallli, KOJIU
BENIMKI KOMMaHii Mamu Oe314 HEBHUKOPUCTAaHUX OOYHMCIIOBATIBLHUX PECYPCIB.
[Ipogaxk 1MX pecypciB MOPOAMB HOBUM pPIBEHb XMapHUX TexHOJOTIH - [aaS

(Infrastructure as a Service, "[HdpacTpykrypa sk nocmyra")[4].

CxeMaTu4HO CepBiCH 300paXyIOTh TaK:

The Cloud Pyramid
Saas

Apps like Facebook, Google Drive,
Ajirbnb or Uber.

laaS

Tools like Kubernetes, Dacker,
Terraform

PaaS

Platforms like AWS,
GCP, Azure.

Pucynok 2.1. Xmapna nipamizia

B cyuacHOMYy CBITI YMCIIEHHI KOMIIaH11 MPOMOHYOTh CBOT MOCIYTU Y BUITIS1
XMapHHUX TexHojorii. OnHak, Ha TaHUW MOMEHT JIiJiepamMu Y 1ii raixy3i € Amazon

Web Services, Azure Ta Google Cloud.

[HOA1 BUOIp XMapHOTO cepBiCy MOXKE OyTH OUIBII PO3yMHHMM, HIXK po3po0OKa

BJIACHOTO pillieHHs Ha (13UYHIN MallvHi, Yepe3 6araTo nepenar.

XMapHi CepBICH JAIOTh MOXKJIUBICTH JIETKO 301IbIIyBaTH a00 3MEHIITYBaTH
pecypcu BIANOBIAHO 10 TOoTped. Bu MokeTe MIBUIKO OTpUMATH OijbIlle pecypciB,

KOJIU € BUCOKHUU TOMUT, a00 3MEHIINUTH 1X Y CIIOKIMHUMN TTep1o.
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BuxopucranHs XMapHUX CITY>KO TomioMarae 3aoliauTH BUTPATH, OB’ A3aHi
3 KYMIBJICIO, YCTAHOBKOIO Ta OOCIyroByBaHHSAM (DI3MUHUX MPUCTPOIB, a TaKOX
eJIEKTPOCHEPTIEI0 Ta OXOJIOKEHHSM JIJIsl CEpBEpiB. XMapHi CEPBICH Ial0Th 3MOTY
HaJlallITyBaTH TPOEKT 3a JIUYCeHI XBWJIMHHU, a IIJArOTOBKA BJIACHOI (Hi3UYHOT
1H(GPaACTPYKTYpH MOXKe 3aiHATH KiJIbKa THKHIB a00 MmicsiiB. Kpim Toro, moctyn 10
XMapHUX CEPBICIB MOXKHA OTPUMATH 3 OYJIb-SIKOTO MICIS, JIe € MIIKIIOUEHHS J0

[aTepHery.

XMapHi Ciry>k0u IPOMOHYIOTh 3pyUHI1 MaHe 1 KEpyBaHHS Ta IHCTPYMEHTH, K1
HiATPUMYIOTh aBTOMAaTUYHE PO3TOPTaHHS, MOHITOPUHT 1 3aCTOCYBAHHSI MOJNITHUK
Oe3neku, a TaKoXK I1HTerpaiiro 31 cropoHHIMU ciayxxO6amu ta APIL. TlpoBanepu
IIPOBaii/Iepy BUTpayaroTh Oarato pecypciB Ha MIATPUMKY HaIIHHOCTI Ta Oe3NeKu
1H(paCcTPyKTypH, TapaHTyIOuH HASIBHICTh PE3EPBHOIO KOMIIOBAHHS, TUPAKyBaHHS

JTaHuX, 3axucT Bijg DDoS-arak Ta iHmux 3arpo3[5].

BuxopucTtoByour XMapHi pillieHHS BU OTPUMY€ETE HaHOBIIII TEXHOJIOTIT Ta
OHOBJICHHA O€3MEKH, SIKi aBTOMAaTHYHO BCTAHOBIIOIOTHCA MOCTAYaTIbHUKOM,
3BUIBHSIIOYM Ballly KOMaHJy BiJI HEOOXITHOCTI MIATPUMYBaTH Ta OHOBJIIOBATH
¢b13uuny 1H(pPaACTPYKTYPY.

VY pe3ynbTari BUKOPUCTAHHS XMAapHHUX CEpPBICIB MOXe OyTH BUTITHUM IS

OUIBIIIOCTI CyYyaCHUX OpTraHi3alliid, 3ajie’HO BiJ iXHIX MOTped, mporpaMHOro Ta

arapaTHoro 3a0e3neueHHsI[6].
Huxue B TaGnuili 3a1aHo nepesiik HalOUIbI MOMYyAsSpHUX CEPBICIB

Tabmurs 2.1

No | Ha3Ba npoBaitaepa

1 Amazon Web Services

Microsoft Azure
Google Cloud
IBM Cloud
Oracle Cloud

DN | W DN
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6 Alibaba Cloud

7 DigitalOcean

8 Rackspace Cloud
9 Linode

10 | OVH Cloud

Ane mo6 oOparu HaWKpamnil sl BHUPIMICHHS 3aJadi CTBOPEHHS BeO-

opieHTOBaHOi iH(}oOpMarlliiftHOi cuctemu Bepudikaiii ocodu 3a (HoTo MOTPiIOHO

MIPOBECTH aHaJli3 XMapHUX MPOBaNIEPiB MPEICTABICHUX Y TAOJIMIII BUILIE.

[TopiBHSIHHA XMapHUX MIPOBaiIepIB

Taomuus 2.2

No | Ha3ga [nnoBami | Macmrad | Linu Cdepa 3acTocyBanHs
npoBaitaepa 1
1 | Amazon Web | Bucoka | HaitOutemn | cepenni | YHiBepcaibHHI: BeO-
Services a cauTu, aHamiTuka, Al,
IoT, cxoBuia gaHux,
KOMIT FOTEpHUH 31p
2 | Microsoft BHCOKa cepeHs cepenHi | YHiBepcaJabHUM: BeO-
Azure caiTu, MOOLITBHI
3aCTOCYHKH, IoT,
BipTyajbHa HayKa
3 | Google Cloud |Bucoka | Hu3bKa HU3BKI 1| AHAJIITHKA, MAIIMHHE
cepenni | HapuaHHs, Al, BeO-
calTu
4 | IBM Cloud cepenHs | cepemHs nopoxdi | llITyunuii  iHTENEKT,

MalllMHHEC HaB4YaHHI,

OJIOKUEHH

19



5 | Oracle Cloud | cepennst | Hu3bKa nopoxdi | bazu JIaHUX,
Arnmikarii,
apxiByBaHHS

6 | Alibaba Cloud | cepennst | HaliMeHINA | HU3BKI Amnikamii, BeO-
XOCTHHI, Oc3meka,
MOHITOPHHT

7 | DigitalOcean | HU3bKa HU3bKA HU3BKI | Be6-xocTuHT,
MOOLTTbHI 3aCTOCYHKH

8 | Rackspace HU3bKA HU3bKA cepenni | Be6-cepgicu,

Cloud XOCTHHI, Oe31eKa

9 | Linode HHU3bKa HHM3bKa HH3bKI Be0O-xocTHHT,
BIpTYyallbHI CEpBEPHU

10 | OVH Cloud HU3bKa cepenHs HU3bKI B | XOCTHHI,  CEPBEPH,

€Bpori | 6a3u 1aHUX

[licns TpOBENEHHOTO MOPIBHSIBLHOTO

aHanmizy Oyino oOpaHO OAuH 13

HaNUOUIBII MONMYJISIPHUX XMapHUX TpoBaifiepiB Amazon Web Services (AWS).

YenimHo 0o0paBiIv mpoBaiiiepa, Terep MOTPIOHO MpoaHaNi3yBaTH HasBHI

cepBicM Ta oOpaTu sIKi caMe€ MH MOXEMO BHUKOPUCTOBYBaTH [Jis 3ajad

pO3Mi3HaBaHHS 300paXKEeHb.

Cnucok cepBiCiB 1[0 BUKOPUCTOBYIOTh IITYYHUIN 1HTEIEKT:

Ta0mus 2.3

Omnuc cepBiciB 3 BUKOPUCTAHHIM MAIIMHHOTO HAaBYaHHS

No | Cepsgic Ommc
1 | Amazon [Inardgopma, mo crpoirye moOy10By, HABYaHHS Ta
SageMaker pPO3rOpTaHHS MoOJeJell MAallMHHOTO HABYAHHS Ha

OyAb-IKOMY MacIITadi
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2 | Amazon Lex CepgBic mJisi CTBOPEHHsI PO3MOBHHMX 1HTep(eiiciB 3
IHTEJIEKTyalIbHUM TaKUMH SIK 4aT-00TH, TIPU [IOMY

BUKOPHCTOBYE I'OJIOCOBE Ta TEKCTOBE PO3Ii3HABAHHS

3 | Amazon Polly Cepgic, sKUW MEPETBOPIOE TEKCT HAa MOBJICHHS 3

BHUKOPUCTAHHAM TINOOKHX aJIFOpI/ITMiB MAallTMHHOTO

HaBYaHHS
4 | Amazon Ceppic po3mizHaBaHHS 00pa3iB Ta BiJE€O, SKUH
Rekognition 0a3yeTbcsi Ha TIHMOOKOMY HaBUaHHI Mojened 3

po3mi3HaBaHHS 00'€KTiB, CIICH, 0C10, EMOIIiil TOIO

5 | Amazon Translate | ABToMaTUUHMIA CepBIC MEPEKIIANY, SIKUHA
BUKOPHCTOBY€E HEMPOMEPEKI OCTAHHBOT'O TTOKOIIHHS

JUTS TIEpeKIIaly TeKCTy MK S0+ MoBaMu

6 | Amazon CepBic aHaizy OPHUPOIHOT MOBU 3 MOXKIHUBICTIO

Comprehend BUSIBJIICHHSI €MOLIIH, KIIFOYOBUX (Ppa3 Ta TEM y TEKCTI

7 | Amazon Transcribe | CepBic TIEpETBOPEHHSI TOJIOCY Ha TEKCT, SKHUM
HIATPUMY€E PO3Mi3HABAHHS PI3HOMAHITHUX MOB Ta

aKIIEHTIB, pO3ITI3HABAaHHS JUKTOpA Ta 1HII (PYHKIT

8 | AWS DeepLens Kamepa mns rmmbokoro HapyaHHsi 3 Habopom API,
K1 JIO3BOJISIIOTH PO3POOHMKAM JIETKO 1HTETpyBaTH ii

B CBO1 IMPOEKTU BUKOPUCTOBYIOUU KaMEPY

9 | Amazon Forecast | Cepsic MIPOTHO3YBAaHHH, AKAM  J0IIoMarae
nependadaTy Taki pi3HOMaHITHI (PaKTOPH, SIK MOIUT,

MPOJIaXKi Ta 0OCATH HaBaHTAXKEHHS

I3 mepeniky HasBHHX cepBiciB Mu Oaunmo 1m0 Amazon Rekognition
BIJIMOBIJa€ HAIIMM BUMOTaM 1 MU MOXEMO BUKOpUCTaTH Horo. Temep moTpiOHO

MIEPEBIPUTH JTOILIbHICTH BUKOPUCTAHHS.

Amazon Rekognition — 11e ciyx0a 110 103BOJISIE TIporpamMaM aHalli3yBaTu
300pa’KE€HHSA Ta B1JI€O 3a JOTIOMOTOI0 HOBITHIX aJTOPUTMIB MAIIMHHOTO HABYAHHS,

IMOOKOT0 HaBYAHHA Ta KOMII IOTEpHOTO OaueHHs. Moro MojkHa BUKOPUCTOBYBATH
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Iy 0aratboxX CIeHapiiB, Takux sK Oe3rneka, COpPTyBaHHS BMICTY, peKiama,

aHaATITHKA TOJ1H 1 po3mi3HaBaHHs 00’ €kTiB Ha doTtorpadisx ado Bigeo[7].

Amazon Rekognition Moke aBTOMaTHIHO BHSBIISATH THCSIY1 00’ €KTIB, CIIEH 1
3araJbHUX TIOHSTh Ha 300paXCHHSX, Hamarodu 1HGOpMaIliio, HEOOXiTHY IS
copTyBaHHs, ¢uibTpalii Ta momyky BwicTy. Lleit cepBic Mo)ke aHaji3yBaTu
oOnuyus Jroaeil Ha 300pakeHHAX, 1ACHTU(]IKYIOUN Taki pucH oOIUYYsl, SIK CTaTh,
BIK Ta €MOIIli, a TAKO’K MOKE 31CTaBJISITH OOJIMYYS BIJOMHMX JIFOACH 13 Oa3H JaHUX.

Bin Takox MOXe B1JICTEKYBaTH OOJUYUsl KOPUCTYBaUiB y BiZI€O B PealbHOMY Yaci.

Takoxx Amazon Rekognition Mo)ke BHUSIBISTH TEKCT Ha 300pa)KEHHSX 1
€KpaHax 13 PI3HOMAHITHUX JHKEpeN, BKIIOYAIOUM 3HAKW, OpolIypH, JOKYMEHTH,
HOMepHI 3Haku Tomio[8]. HaBith 3a meBHOT KoH(pirypariii Amazon Rekognition
MO’KE€ aBTOMAaTH4YHO 1JIeHTU(]IKyBaTH HeOakaHUl a00 HEOE3NMEeUHHIT BMICT Y BIJIEO

Ta 306pa}KCHHHX, YMOKIHUBIIIOIOYH Mo,uepauifo BMiCTy Ta IO0TPUMAaHHA TTOJII THKH.

Monenb po3mi3HaBaHHS MOXKE€ BHU3HAUUTH MIKOCOOWCTICHI CTOCYHKH MiX
JI0ABMU Ha 300paKeHH1, HAaPUKJIIA]] BIACTaHb M1>)K HUMU, YU IUBJISITECS BOHU OJUH
Ha OJIHOIO, iXH€e po3TamyBaHHs Tomo. Amazon Rekognition Moxe BiicTeKyBaTH
Jone 1 00’€KTM B peajbHOMY Haci y BiJIe0, MPU3HAYAIOUM 1M YHIKaJIbHI

11eHTrudikaTopu.

[{inoBa momituka Amazon Rekognition MakCMManabHO JIOAJbHA Ta MOXE
30€perTu KOIITH MPOCTOI0 BIJJAJICHOTO cepBepy (y BUIAIKY MOro opeHau), 00

IIHU JIJ151 300paKeHb Jy>Ke€ HU3bKI.

o Jlna mepmux 5 000 oOGpobieHUX 300pakeHh Ha MICSIL CEPBIC €
OE3KOIITOBHUM.

e 3a nactynui 5 000 001 - 10 000 000 300paxkeHb, CIIauyBaTUMETE
$1,00 3a koxxui 1 000 300pakeHb.

e 3a 10 000 001 - 50 000 000 300paxkens, crutaayBatumete $0,80 3a
kokH1 1 000 300paxeHs.

e Baprticts s 50 000 001 Ta Oinbine 300paxens qopiBHIOE $0,65 3a

kokH1 1 000 300pakeHsb.
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s 30epexkeHHss 300pakeHb MU TaKoXK OyleM BHUKOPHCTOBYBa 1HIII CEpBICH,

30kpemMa Amazon S3.

Amazon S3 (Simple Storage Service) Big Amazon Web Services (AWS) - 1ie
HaJiiHUN, MacmTaboBaHW Ta Oe3medHuid cepBic 30epiraHHs MaHUX Yy XMapi.
3aBIsSKY CBOili THYYKOCTI Ta HU3bKUM BapTOCTSAM, S3 CTaB MOMYJISPHUM CEPBiCOM
cepen 1HAMBIAYyaJIbHUX PO3POOHMKIB Ta BEIMKWX KOpPIOpAIiid as 30epiraHHs,

apxiBarli Ta aHam3y naHux[9].

Onniero 3 KIHOYOBUX TepeBar Amazon S3 € HOro €éMHICTh, SIKa JI03BOJISIE
MacimTaOyBaTH 30epiraHHs BiJ JEKUTBKOX Mera0alTiB 10 eK3a0alTiB JaHUX.
3aBasIKM MOT0 BIpTyasizallii KOpHUCTyBadl MOKYTh HAJIAIUTYBAaTh YMOBH 30€piraHHs
BIANOBIAHO JIO CBOiX NOTped, a TaKoXK KepyBaTW JOCTYINOM [0 JAHUX,
BUKOPHCTOBYIOUM KIItOUl IIM(PPYyBaHHSA, TPyNH JOCTYIMy Ta IHII MEXaHI3MH

3aXHCTY.

Amazon S3 nponoHye NpocTHi Ta 3pydHU 1HTEpEIC A 3aBaHTAKEHHS,
30epiranHs Ta ynpaBimiHHS Qaiinamu. 3 1HTepdeicy KOpUCTyBaya MOXHA JIETKO
3aBaHTaXyBaTu (ailiy, a Takox BUukopuctoByBatu API nns ix moctymy, o0poOku

Ta nepenayi. lle cnpusie criBmparii Mi>k po3pOOHUKaMH Ta TOJIATKAMHU.

Ockinpku S3 0Oasyerbcsi Ha 1HGpacTpykTypi Amazon Web Services,
HaJIaroJKEHIM Ha BHUCOKY CTIMKICTh, cepBic 3abesneuye 99,99% noctymnHocTI
JTAHUX Ta MOXJIUBICTh CTBOPEHHS aBapiHUX KOIii, 110 MIHIMI3y€ PU3UK BTpPATH
JnaHuX. bigpiie Toro, 3 cuiamMu Takux (YHKIIH, SIK IepeBIpKa Ha BIAMOBIAHICTb
CTaHIapTaM Ta AaBTOMAaTHW30BaHE KEPyBaHHS J>KUTTEBUM IMKJIOM 30€piraHHs,

Amazon S3 3a0e3neuye 0e3MeKy TaHUX Ta JI0MOMAarae ONTUMI3yBaTH BUTPATH.

Bapricte S3 3anexuth Big 00csiry 30epiraHHs, MPOITYCKHOI 37aTHOCTI Ta
oreparliii 3amuTiB, ajie 3arajloM BBAXXAETHCS OJHUM 3 HaWOUIbII BUTITHUX PIIIEHb
JUTst 30epiraHHs TaHux y xmapi. ¥ monatok, AWS mpornoHye 6e3KOITOBHUN PiBEHb
JUTSl HOBUX KOPUCTYBa4iB Amazon S3, sikuii 103BOJIsIE iM CITPOOYBaTH CEPBIC MEPET

BUKOPUCTAHHSM IJIATHUX TapuQiB.
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Ha ceorognimuiii geHb Amazon S3 € OIHMM 3 HAMOUIBII TOMYJSPHUX,

Oe3neyHuX Ta THYYKUX PIIIeHb AJis 30€epiraHHs JaHUX Y XMapi JUid BCIX BHIB

Oi3HeCcy Ta opraizaiiid. 3aBASKH CBOIM IHHOBAIlIMHUM XapaKTePUCTHKaM, BiH

IIPOOOBKYE€ PO3BUBATUCA Ta aAdIITYBATHUCA 10 HOBHUX BI/IKJII/IKiB, K1 IIOCTaE nepea

KOPUCTYBauaMy XMapHUX TEXHOJIOTIH.

Tabmuig 2.4

[TopiBHSIHHS 3BUYAHUX (ailioBuX cepBepiB Ta Amazon S3

apxiBaiii Ta  pe3epPBHOIO

KOIMIIOBAaHHS;, BUTpAaTHI Ta

TPYIOMICTKI MPOIIECH

Kpurepiii 3Buuaiini ¢ainosi cepBepu | Amazon S3

Baprictb Butparu wa oOnannanns, | Omnata — jume  3a
00CITyroByBaHHS Ta | BUKOPUCTaHUM o0csT Ta
B1JIHOBJICHHS MPOMYCKHY 3/1aTHICTb.
1H(PaACTPYKTYpH. Bucoxki | Huzbki NePBICHI
MEPBICHI BUTPATH BUTPATU

MaciraboBanicts | OOMexeHa emHicTiO | JIerko 301i1b11yBaTH 200
¢d13udHOrO OONIaIHAHHS Ta | 3MEHIIYBaTH obcsr
HEOOXIAHICTIO CIIIJKYBaTH 3a | XMapHOro 30epiraHHs,
norpebaMu y  TPOCTOpI | Bl ~ MerabauTiB 110
30epiraHHs eK3a0aiTiB

Haniiinicte VYpaznuBictb 10 BiaMOBH | Bucoka HamifHICTh 3a
oOaiHaHHS, MPUPOMIHIX | PaXyHOK peruTikarii
Karactpod Ta  TMOMWIOK | JaHUX Ta 3armo01KHUX
JOAICBKOTO (haKTOpy 3aX0/liB,  MPUUHATUX

AWS
KurreBnit 1uka | [lorpiOHe pyuHe yrnpaBiaiHHS | ABTOMaTU30BaHE
JaHUX 13 3aCTOCYBaHHSIM TMOJITHK | KEPYBaHHS SKUTTEBUM

IIUKJIOM 30epiraHHs Ta
HaJIaIITyBaHHS
NEepPexXoay BIJ TapsIux

J0 XOJIOAHUX JaHUX
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IBuakicTh 3anexuTh Bl po3minieHHs | Dizuune
JOCTYITY KOpUCTYBaya Ta JOCTYIHOCTI | MICII€3HAXOI>KEHHS
VPN. MoxuBi 3aTpUMKH | Maii’ke HE BIUIMBA€E Ha
IPY BUCOKOMY HABaHTa)KEHHI | JOCTYIHICTb JAHHUX Ta
Ha cepBepHu IPOMYCKHY 3aTHICTh
besneka Bumarae netanpHorO | [HTErpOBaHIi
IJIaHyBaHHS 1 KepyBaHHs, | 3a0e31edyBasIbHI
100 3aXUCTHUTHCS BIJI aTak Ta | 3aCO0H, TaKi SIK
BTpaTu JaHUX mudpyBaHHs,
KOHTPOJIb JIOCTyNy 1
3axuct B1x DDoS-arak
CyMiCHICTB O6OmexxenHs Ha miaTpuMyBani | [lupokuii CIEKTP
dopmatu (aitsniB, KOCTyn Ta | NIATPUMYBAHHUX
IHTErpalio 3 mporpaMamMmu dopmariB Qaitna, API
VTS iHTerpari 3
IporpaMamH,
Bl/TAJIEHUI JOCTYII
yepes [arepuer

AHani3ylouu TOpPIBHSHHS TaKOXX MH MOXEMO [IATH BUCHOBKY IO

EeKOHOMIYHO BUTIHIIIE Oyne Bukopuctatu AWS S3 nis 30epiranss 300paxxeHb.
2.2.MoBa nporpamMyBaHHs

Java - 1e BHCOKOpiIBHEBa, BCECBITHBO BiJJOMa MOBa IPOrPaMyBaHHS,
CTBOpeHa KoMmmaHiero Sun Microsystems y 1995 porii. 3 yacoMm cTBopeHHs, Java
cTaja OJHICI0 3 HAWMOMYJSIPHINIMX MOB MPOTPaMyBaHHS, 3aBISKH CBOIM

THYYKOCTI, HaJIiHOCTI Ta Mexkam ratdopmu[ 10].

Java Oyna po3poOieHa 3 METOI0 TOKpAIIeHHS MOOUTHHOCTI Ta O€3MeKu
mporpaMm, 30KpeMa BHKOPHCTOBYIOUM IPUHIWI MUK OIWH pa3, 3amycKai
yBesui". 1g imest gocsiranacs yepe3 BUKOPUCTAHHS BIpTyaJibHOI MamiuHu Java
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(JVM), sika mepeTBoOpro€ Ko Ha MDKIUIaTGopMeHy OalT-Koi, 110 3a0e3neuye
HE3aJIe)KHICTh BiJ TMEBHOI amapartHoi margopmu. Takum YMHOM, KOJ,
HaIMCaHWW Ha Java, MOXX€ BHUKOPHCTOBYBATHCS Ha pi3HUX Iuiargopmax Ta
omeparifHux cucTeMax 0e3 HeoOX1THOCT1 3MIHIOBATH MOTO JIJI KOYKHOT CUCTEMU

(3a yMOB mpaBuiIbHOI KOH(ITYpalii BipTyaabHOI Maliuau Java).

e oaHi€r0 BaXXIMBOIO OCOOIMBICTIO MOBH Java € ii miaTpuMka 00'€eKTHO-
OPIEHTOBAHOTO MPOTPAMYBAHHS, KA CIPHUSE CTPYKTypOBAaHOMY IMIiJAXOMY O
pO3pOOKM TporpaM, a TaKoK CTBOPEHHIO THYYKOTO Ta TIOBTOPHO
BHUKOPHCTOBYBAHOTO KOJTy. Java MiCTUTB 0arato roroBUX Kj1aciB Ta 610:110TeK, 1o

3a0€3MeuyI0Th HIUPOKE BUKOPUCTAHHS 00'€KTHO-OPIEHTOBAHUX MAPATUTM.

besrieka Ta 3pydYHICTh KOPUCTYBauiB TaKOX CTalld BAKIUBUMHU
O3 IaMU IPU CTBOPEHHI Java. Java BkIItouae psiji MexaH13MiB O€3IEeKH, TAaKUX
sk Opanamayep, Sikuii 3a0e3meuye KOHTPOJIb TOCTYITY Ta 130JISII1I0 KOy, @ TAKOX
MEXaHI3MU KepyBaHHS MaM'ATTIO, sIKI aBTOMAaTUYHO 3aiMalOThCSl OYUIICHHSIM

naMm'aTi Ta MOKPAIIyIOTh MPOLEC BUABICHHS Ta 300py CMITTS.

Java opienToBaHa Ha poOOTY 3 BEJIMKMMU W CKJIAQIHUMH EHTEpIIpan3-
OpoeKTaMd Ta MpU LbOMY MNPOCTUMHM UIOACHHMMU Tnporpamamu. Lle
3a0e3Mneunsio Te, 1o Java BUKOPUCTOBY€ETHCA B IIMPOKOMY CIIEKTPI1 3aCTOCYHKIB
- BiJl 4ar-00TIB Ta OHJAWH-TpadiuHUX PEAAKTOPIB 10 BeO-CalTIB, MOOLTEHUX
JOJaTKIB Ta KOPHOPAaTUBHUX CUCTEM. Java TakoX € MOMYJISIpPHUM BHOOPOM ISt
3a0e3neueHHs 0e3nepeOiiftHOi poOOTH €IEKTPOHHUX KEPYIOUMX CHCTEM, TaKHUX

SIK aBTOMATH30BaH1 HaBIraIiitHl CHCTEMH Ta CHCTEMH IPOMHUCIOBOTO KOHTPOJTIO.

3a nmomomororo Java MOXKHA CTBOPIOBATH MOTYXHI, MacmTaboBaHi Ta
Oe3mnedHi mporpamu Ui pi3HuX miaardgopm 3a pik. 3 ConstBipTyalibHIMa MallIiHa
(JVM) Tta pi3HOMaHITHUX KJaciB Ta O10MIOTEK, MOCTYMHUX IS PO3POOHUKIB,
Java mponoBxKye 3anumarucs OHIEI0 3 HAUTIOTYKHIIIIMX MOB MPOTpaMyBaHHS,

KOTp1 aKTUBHO BUKOPUCTOBYIOTHCA 1 y4aThcs BChOro cBiTy[11].

Jlnst nancanust Front-End yactunu Oyno Bukopuctanno HTML, CSS ta

JS. Jlna BmockonanmenHs Ul ta UX, Oyno mige D0AaTKOBO MIAKIIOYEHO
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616mioTeky jQuery Ta BUkopuctaemo Bootstrap /i1 MiHIMaJIbHOT a1alTUBHOCTI

HAIIIOTO BeO-Op1€EHTOBAHOTO JOJATKY.

[Ilo6 yHWKHYTH MOMXJIMBOCTI TMIiJACTaBIATA (OTO JrOmEH 3amicTh
peasbHOr0 00IMYYa MU MOBIHHI BiA(INBTPOBYBATH I /il HA CAaMOMY MOYaTKy

ToMy Jtogamo e 6i6moreky 3 Face API.

VY sxocti pperimBopky st HanrcaHHs Back-End wactunu moBoro Java

Oyzne oOpaHo Spring eKOCHUCTEMY.

Spring Framework - 1ie motyxHui, THyYKu# Ta BIIKPUTHIA PpeiiMBOpPK
JIUIs CTBOPEHHsI Java-710/1aTKiB pi13HUX MacIITa0iB, BiJl HEBEJIMKUX BEO-IIPOCKTIB
N0 BEJIMKUX KoproparuBHux cucteM. CtBopenun Pomom /[xxonconom y 2003
pori, Spring Framework po3poOneHuii 3 MeTOI0 TOJErmeHHs PO3pPOOKH,
CIpOIIEHHST KOH(QIryparii Ta 3a0e3Me4eHHs ONTHUMAJIbHOI POOOTH PI3HUX

KOMIIOHEHTIB Java-momarkiB[12].

Opnum 3 KiIo4oBMX mpuHUMIIB Spring Framework €  iH'ekuis
3anexxHocterr (Dependency Injection, DI), mo mo3Boisie po3poOHHKaM
aBTOMAaTUYHO TIOEHYBATH B3a€MO3B's13aHI KOMITIOHEHTH JIJIsi CTBOPEHHSI JIETKOTO,
THYYKOTO Ta MOBTOPHO BHUKOPHUCTOBYBAHOro koay. 3a aomnomorotro DI Spring
Framework nomomarae Bupimmtu npobaeMu KOpcTkoi 3B's3aHOCTI (tight

coupling) Mk KjlacaMu, MOJIIIIITY€E TECTYBAaHHS MPOrpam Ta MIATPUMKY KOIY.

Spring Framework mnpomoHye MoOaydbHY CHUCTEMY 3 THYYKHUMH Ta
B3a€MO3aMiHHUMH KomIioHeHTaMmu. L1 kommoHeHTH, Bigomi sk Spring Projects,
aJpecyroTh PI3HOMaHITHI TUTAHHS PO3pOOKHU Java, Taki sik Oe3rneka, JOCTyM J0
JAHUX, 1HTEIpallis 3 1HIIMMUA CUCTEMaMH, BeO Ciry»O0u Ta Oararo iHmoro. [le
poouts Spring Framework mneprokinacHuM MexaHizMoM Juisi Oyab-skoi Java-
OpIEHTOBAHOi PO3pOOKH, IO MOXE JOIMOMOITH MPUCKOPUTU TNPOEKT Ta

MOJICTIIUTH POOOTY PO3POOHUKIB.

Spring Boot - me miampoekt Spring Framework, po3poOnenwii s

MOJIETIICHHsS] CTBOPEHHS Ta 3allyCcKy aBTOHOMHHUX Java-nonatkiB. Spring Boot
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aBTOMAaTUYHO HAJAIITOBYE Balll Spring-10JaTKd HAa OCHOBI IPU3HAYEHHS IJIS
KOPUCTYyBaua, MPOIMOHY€E PI3HOMAHITHY MIATPUMKY CHUIBHOTH Ta MiHIMI3y€
KUTBKICTh KOy, HEOOX1THOTO I CTBOPEHHS KapkaciB. BiH Takox mae Garato
BOy/IOBaHUX MIATPUMOK JJisi momyisipHux Java-texHonorid, takux sk JDBC,
JPA, RESTful cepBicu, pob0Ty 3 KEIIyBaHHSM Ta IHTETPALI€IO 3 aKTyaJIbHUMU

CUCTCMAMU pO3IropTaHH:A.

Spring Framework Ta Spring Boot 3a0e3neuyioThs HIUPOKY MIATPUMKY
pi3HUX IaTGopmM Ta cepenoBuIl po3podku Java. Bonu inTerpoBani 3 6ararbma
IHIIMMH HaOoOpaMHu 1HCTPYMEHTIB JUIS PO3POOKM Ta HAJalOTh PO3POOHUKAM
€NUHUM BpeMiHi ¢peiiM Il NPUCKOPEHOTO PO3POOKH, IIBUIKOTO Ta

e()eKTUBHOTO BIPOBAKEHHS Iporpam Java.
OT1ke, ocTaTouHUM HaOIp TEXHOJIOTIH 110 OyAe BUKOPUCTAHO:

e Back-End: Java (Spring Framework)

e Front-End: HTML, CSS, JS Tta momarkoBo (jQuery, Bootstrap,
FaceAPI)

e Cloud services: AWS a came AWS Rekognition Ta AWS S3

BucHoBku 10 po3niny 2

OOpani TEXHOJOT11 € MAKCUMaJIbHO aKTyalTbHUMH, BUKOPUCTOBYIOTHCS B
MOBCSIKJICHHI B 0ararboX KOMepIiitHuX npoekrax. OO0paHo MOBY MpOrpaMyBaHHS Ta
XMapHi TEXHOJIOTII 110 1al0Th MAKCUMAaJIbHY €(EKTUBHICTh MPU MIHIMAJIbHIN

BapTOCTI Ha PO3pOOKY, BIPOBAKEHHS Ta MIATPUMKY CUCTEMHU.
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PO3LI 3. IM3AMH IHOOPMALIIMHOI CUCTEMU
3.1.UML niarpama

VY chepi po3pobku mporpamMHOTo 3abe3redeHHs po3poOKa 4ITKOi Ta Ao0pe
CTPYKTYPOBaHOI CHCTEMH Ma€ BHpIMIajJbHE 3HAYCHHS. [HCTpYMEHTOM, KU 3a3BHYai
BUKOPHUCTOBYEThCS JUIA I11€l MeTH, € YHi(pikoBaHa moBa mozemoBanns (UML), sika €
CTaHJapTU30BAHOI0 BI3yallbHOIO MOBOIO, $IKa MPEACTABISIE Ta MEpeAaEe acleKTu
nporpamuoi cuctemu. J[iarpamu UML HeoOximHi ans UTIOCTpaiii CTPYKTYpH,
MOBEJIIHKU Ta B3a€EMOJIIi MPOrpaMHUX KOMIIOHEHTIB, CIPHUSAIOUN OUIbII €(eKTHUBHIM

PO3po0IIi Ta CIiBIpaIi.

OCHOBHUMHU €JIEMEHTAMH € MpEeUeAeHT (BapiaHT KOPUCTYBaHHS) Ta YYACHHUKHU
(actor). Actor — 11e¢ JIOTIYHUN 30BHIIIHIA 00'€KT, 10 O€3MOCEPEIHHO B3aEMOIIE 3
cuctemoro. llpeneneHT — 1e omuc BapiaHTIB (MOCIIIOBHUX [ yYacHHKA), IIO

MPU3BOJIUTH /10 OTPUMAHHSM CIOCTEPEKYBAHOTO (OYIKYBaHOIO) PE3YJIBTATY.

Jlns Hamoi BeG-OpieHTOBaHOI 1H(OPMALIIITHOT CUCTEMHU TOCTAaTHHO BU3HAYUTHU

aunie 2 Y4YacHUKIB 10 OyayTh B3a€EMOMISTH 3 CHUCTEMOIO Ta 3 TMpeleicHTa.

System

N .
N '7"‘-\
ABTOPH AL { .cr:rpauiﬂ \
= S o ( nowmems
‘\n\wcwsaum /-’

Kr‘)pmn‘ryn}iu PFEchHThp

7\

]

Pucynok 3.1. UML niarpama
Cepen yuacHukiB (akTopiB) MalOyTHBOI 1H(POPMALIKHOI CHUCTEMU MU MOXKEMO

BUJIIATH:
e KopucryBau — 3BHYallHUN KIIE€HT Ji¢ MNOTpIOHO Oyae IHTETrpyBaTH IO
iH(hOpMaIliitHy cuctemMy.
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e Peectparop — yMmoBHO 0co0a 31 CTOPOHM HaaBa4ya MOCIYT, [0 Ma€ MOXKIIUBICTh

BHOCHUTH peecTpalliitii ganHi npo «KopucryBadiy.
KopuctyBau Mae noctym 10 (yHKITIOHATY «ABTOpH3aIlis 3a 00mmadam»
Peectparop mae noctyn g0 gyHkiionany «Peectpariis TOKyMEHTIB KOPUCTYBadiB»
A 1i 1Ba miperieneHT (paKTUIHO BUKOHYIOTH GyHKITIOHAT «[lommyk criBmaaiaby

3.2.Jliarpama KOMIIOHEHTIB B€O-OPIEHTOBAHOI CUCTEMH
J111s1 O1IBIIOTO PO3yMiHHS pOOOTH CHCTEMHU B IIIJIOMY MOTPIOHO CIPOESKTYBATH
apXiTeKTypy BeO-opi€eHTOBaHOi 1HGOpPMAIIHHOI CHUCTeMH 3a OOpaHUMH

TEXHOJIOTISIMH.

Ha pucynky Mmu MoxxeMo 300pa3uTy B3a€MO/I110 KOPHUCTYBaya I1iJ1 4ac TOro sIK

BIH HaMaraeThCs HpOﬁTH aBTOpHBaI_[iIO.

@ MW Cloud
-
Create new o
Buckat if Put doc image —
HTTP Response el B > o
| required

l Bucket Bucket with
AP

Ohjects
| HTTP Reguest sss
ooo
—=
Client Spring

Container

. - Switching on
Sending 53 |ink e carvice ['

Amazon Recognition or
Rekegnition comparision
SEMVICE

Returns 53 link io the object

Returning recognized text or
comparison result

Pucynok 3.2 Jliarpama BaaemMozIii XMapHUX KOMITOHEHTIB

Krnient a6o Peectparop ¢aktuyHo OymayTh B3a€MOMISITH 3 CHCTEMOIO 3a
aHAJIOTIYHUMU CIIEHApIsIMH, alie y BHMaaKy «Peectparopa» cuctema moBepHE

TEKCTOBH pe3ynbTaT, a y BUnajaky «Kiienrta» pesynbrar criBHaIiHHS.
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BucHoBku 110 po3ainy 3
Omnwucana niarpaMa KOMIIOHEHTIB BeO-Op1€HTOBAaHOI 1H(POPMAIIIITHOI CUCTEMH 3
BKa3aHHSAM B3a€MOJIi KOMITOHEHTIB Ta KOPHCTyBada, a TaKOX ITOKa3aHO

nporotumnizoBany UML niarpamy.
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PO3/I1J1 4. PO3POBKA BEB-OPICHTOBAHOI IHOOPMALIIHOT
CUCTEMU

4.1.ApxiTekTypa 10AaTKy
ITig yac BUOOPY OCHOBHUX TEXHOJIOTIH JIJIsl MPOEKTYBAaHHS CUCTEMH MU
BUOpanu MOBY Java, ane /Ui B3a€EMOJIi CUCTEMU B IIUIOMY TaKOX MOTPiOH1 ¥ 1HIII

010J110TeKH/IMIIOPTOBAH1 TTAKETH.

Y npoeKTi BUKOPUCTOBYETHCS BEIMKA KITBKICTh IMIIOPTOBAHUX IMAKETIB
(6i6mioTex/3anexxHocTeit) Ta PpeHMBOPKIB 1711 CKOPOUECHHSA Yacy po3poOKU Ta
MOKpaIleHHsI ONTUMI3aIlll cepBepHOi yacTuHU. Mu ob6panu Apache Maven s
aBTOMaTHU3allii mpoIecy 301pKU, OCKIIBKU 1€ OJIMH 3 HAUMOMYSPHIIINX 1HCTPYMEHTIB
3 YIOPSIKOBAHOIO MOIEIUIIO JJIsl YIIPaBIiHHS 301pKOI0, sika 0a3yeThcs Ha XML
koHpiryparti. [Ipu cTBOpeHH1 MPOEKTY Ta BUSHAYEHH1 3aJIEKHOCTEH, 1110 TOTPIOHO

IMIIOPTYBaTH, MU KOpucTyeMoch POM-(aiinom.

Leit (haiin MICTUTH COMCOK BCIX IMITIOPTOBAHUX ITAKETIB, SIKI MOXKHA OIVISTHYTH

Ta JOCIIIUATH.

J11st 3py4HOCTI pO3pOOKH OyJ10 MPUKMHATO PIillICHHS BUKOPUCTOBYBATH IMATTEPH
MVC (Model-view-controller), 11106 KOMIIOHEHTH 1110 MalOTh TICBHE CMHUCJIOBE

HaBaHTaXXEHHS Oy MaKCHUMaJbHO 3rPYIIOBaHI.

> [eJ controllers
> [eJ models

> [e] repositories
> [e] services

P

(c) FaceidApplication

Pucynoxk 4.1. Ilpuknan 3rpyrnmoBaHuX KOMIIOHEHTIB

Ax Mu 6aunmo 3 puc. To oCHOBHI KOMITOHEHTH po3auieHi Ha 4 makeTH. KoxeH 3

HHUX MICTUTH KJIACH, IO JIOTIYHO IMOB’sA3aH1 MK COOOIO:
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e Controllers — mictuth QyHkIioHan o Biamosigae 3a HTTP 3anutu. [puiimae 3a
NEBHUM €HJIOTHTOM 1H(OpMaIlito, BUKIMKAE MOJEIIb, Ta TOBEPTAE 3HAYCHHS
00poOIeH]1 MOJEIITIO.

e Models — MICTUTB KJIaCH B SIKUX OTHCaHA OCHOBHA B3aEMOJIS 3 TaHUMU: TAPCHUHT
daiiniB, renepartiist ¢paiaiB, MAHYYJISIT 3 TaHUMHU

e Repositories — pakTUUHO MICTUTH B cO01 JiHIie 1HTEpdercH, 10 T03BOJISIIOTh HaM
pobutu oneparrii (3anuTH) 10 0a3M TaHUX

e Services — MICTHUTD 1 KJIacH 1 iHTepdeicH y BUDIISIII OOTOPTOK HaJ CTaHAAPTHUMHU
6106;mi0TekamMu Ta iMopToBanuMu. Hanpuknaa o6roprka 610;moTeku 411 poOOTH 3

AWS BuUrisigac TakumM YUHOM:

1 usage Yevhenii.Chykalov_rft *
public float compare(Image source, Image target){
CompareFacesRequest request = new CompareFacesRequest().withSourcelImage(source).withTargetImage(target);
List<CompareFacesMatch> faces = amazonConfig.rekognition().compareFaces(request).getFaceMatches();
if(faces.isEmpty()){
return 0;
+
return faces.get(0).getSimilarity();

Pucynok 4.2. Ilpukian oOropTku cepsicy

4.2.Po36ip API yactunu
Jlnst camoro nodatky Ham notpioHo po3podutu Back-End wactuny. @aktuyHo
HaM ii OyJie JOCTaTHBO JJII MaiOyTHIX 1HTerpaiii y sikocti AP1. Po3po6uBiu 1110
YaCTHHY MU 3MOKeMO Bxke B3aemoiisTu 3 cuctemoro 0e3 Ul (User Interface)
BUKOHYIOUH 3alUTH 3a IOMOMOTO0 rporpamu Postman, Insomnia, a6o B3arani cURL

YTHIITH.

[lepmuM KpOKOM NOTPIOHO ONUCATH caMe KOHTPOJIEPH, POIUIMBIIH iX

JIOT1YHO, B HAC iX Oyae AEeKIIbKa:
Ha aBropu3ariiiini Ta peectpariiini aii

1. @GetMapping(path ="/login")
2. @PostMapping(path = "/register", produces = "application/json")

Ha renepariiro Basiiaiito TOKeHiB (OTPiOHO 151 O€3MEKU BUKOPUCTAHHSI CEPBICY)
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3. @GetMapping("/token generate")
4. @GetMapping("/token verify")
5. @GetMapping("/token get")

Ha mopiBasiaHs iHGOpMaItii 300pakeHb
6. @GetMapping(path ="/compare", produces = "application/json")

CrouaTky moOTpiOHO omMcaTH JOTIKy UId HAmoro peectparopa. OYHKIISIMH
peecTparopa Oyzie BHECEHHS JOKYMEHTIB 10 YMOBHOTO peecTpy/0a3u.

PeecTparop noBUHEH BUKJIMKATH €HJIOTHT /register Ta mepenaru Tyiu 300pa>keHHs
y BUIJIsiAL psiaky Base64 mio ¢akTuaHO MiCTUTB B 001 MacuB OaiT 300pakenHs. TooTo
31 croponu kiieHta (Front-End) moBuHHa OyTH BUKOHAHA yMOBa IEPETBOPEHHS
300pakeHHS B MacuB OalT, a MOTIM 3 MacuBy OalWT n0 Base64. AGO MOXIUBO
cupoctuTd BUKOopucTBIIM MultipartFile, ane meBHO ne BUKIM4YE MEBHI Ae(EKTH 31
CTOPOHM IIBHJIKOJII, TOMY I[I0 peai3aiio MOTpiOHO POOUTH B 3aJIEKHOCTI BiJl
JOCTYITHUX PECYPCIB.

[leit enanmoiHT MOBHHEH 30epertd 300paxkeHHS A0 Amazon S3 3TiIHO CXeMU
MOJIaHO1 B PO3/LIL TU3aiHy 1HPOPMAIIHHOT CUCTEMH Ta MOPIBHATH BKE 3 IPUCYTHIMU
Ha CXOXICTb.

[Ticns ycmimHOTO 30€pEKEHHS PEeecTparop MOXKEe OTpumMaru 1H(opmarioo 3
JTOKyMEHTA.

AWS Rekognition 103BoJsi€ 11€ 3pOOUTH, BiH 3HAXOAUTH a0CIIOTHO BCl TEKCTOBI

€JIEMEHTH Ta po30MBac iX Ha MEBH1 OJIOKHU.

v Results

YEPAIHAWUKRAINE
FteKo
TK_#D'E-‘\;‘KO

i —
FARTANA

1BAHIBHA

WF Vipaina /OKR
24081991 5 Ié“?IE.Il!-]-iZ‘-;-C»GEZ{w
13122025  (00DOODODO G

Pucynok 4.3. IIpukias po3ni3HaBaHHS JOKYMEHTY
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PeanmizyBaBim wacThHy aBTOpM3allii, HaM OOOB’A3KOBO MOTPIOHO BHUKOHATH
MiHIMaJIbH1 YMOBH JIJIsI 3HSATTS 300paskeHHs 3 Kamepu KiaieHTa. Ha kimieHTChKii CTOpOHI1
moTpiOHO pearnizyBaTH (PYHKIIIOHAI IO 3aXOIUTIOE O0JIMY4Ya Ta BU3HAYAE EMOITiT
monuau. I Giabiioi 6e3nexku moTpioHo nmonpocutu 2 aii. Hanpuknan Mmu MoxkemMo

IIOIIPOCUTH HOCMiXHyTI/ICH

neutral:  02.32%
happiness: 97.62%
anger: 00.00%
sad: 00.03%
disgusted: 00.00%
surprised:

fear:

Pucynok 4.4. Ilpuxnan po3mnizHanoi emorrii «I1{acts»

A TIOTIM MOMPOCUTH JIFOJIUHY 3/ITMBYBaTUCS

35



neutral: 01.12%
happiness: 00.00%
anger: 00.00%
sad: 00.00%
disgusted: 00.00%
surprised: 9gisd
fear:

Pucynok 4.5. Ilpuknan po3mnizHaHOi eMOIii «31uByBaHHS

JIinii, kpanku, Ta TEKCT BUIHO JIUILIE B PEXKUMI BIAKIAAKA. SIK MOYKHA ITOMITUTH, TO
B1JICOTOK ITPOTHU KOKHOT 300pakeHO01 eMOIIi1 OLIbIIHii 32 95, TOMy MapKepoM HasiBHOCTI
MO’KHA 3aJIUIIUTH 1€ YHCIIO.

ITicns Toro sk mroguHa BijoOpasWia 2 eMollii MU TOBHHHI TOPIBHATH I JIBa
300pakeHHS MK cO000¥0, 110 JIFOAMHA Ha 2X BOTO OJHA U Ta X cama. [ mpukimamy
BUKOPUCTAEMO OMH 13 HAsIBHUI €HAMOIHTIB 1110 OMTMCaH1 BUIIIE.

Buknuaemo Meron /compare Ta mo0aunuMo pe3ysbTar:

Hﬂd:f Coakles | Headers |5 Test Resiilts

Pretty L5 Preview Visualize JSON Ta

2 ‘Similarity®: 99.36827

Pucynok 4.6. Pesyiprar mopiBHIHHA HOBEPHYTUH V BUDIISLIL Json 00’ ekTa
Yy Y. p pHY y

3a pe3ynpTaroM MU 0auyuMO IO 1€ OJHAM i Tax camMa 0coba, TOMy MU MOXXEMO
HaJicUJaTu 1€ 300pakeHHs1 (Oydb sSKe 3 JBOX) JI0 MapUIPyTy IO BIAMOBITAE 3a

aBTOpH3AIIIIO.
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function detectSecondRandomExpression(detections, emotion){
if(detections.length > 0){
if(detections[0].expressions == emotion){
if(detections[0].expressions.value * 100 > 97){
comparePhoto(first, second)
b

b
b
}

Jlorika aBT opu3allii aHaJIOTivHa JI0 MOTIEPEAHHOTO KPOKY. MU J1icTaEMO KOXKHE
300pakeHHs 3 0akeTy S3 Ta MOPIBHIOEMO HOTO 3 JHKepeoM (KITIEHTCHKUM (OTO).
st onmTumizamii MOMIYKY Kpalie BAOCKOHAJIUTH PO3MIMICHHS 300pa’keHb
JIOKYMEHTIB B OaKeT1, MM MOXEMO iX MapTULIIOHYBATH 32 IEBHUMU O3HAKAMMU:
e (Cratp
o Koumip oueit
e BikoBuii giama3oH
Ane nns Takux pillleHb MOTPiOHA OBl HAaBYEHA MOENb PO3II3HABAHHS
o0pas3iB, ajie i MU HE MOKEMO BUKIIFOUATH 10 poTtorpadis B ToKymMeHTa Oyia 3po0iieHa
Oararo pokiB TOMY, a00 T€ IO JIOAMHA HaJ1JIa KOJIHOPOBI JIIH3W. X04ya HasBHA MOJCITb
1o icnye B AWS Rekognition qocuts rapHo posmizHae Oyib siki 00pa3u He 3BaXKarouu
Ha BIK, Ta KOJIbOPU OY€il Ta BOJIOCCS.
JI1st IpuKIIaay MOXKEMO PO3IVITHYTH YOPHO-O011e OTO TOKYMEHTIB Ta PeaibHy

dboTorpadiro JTHOIUHN BUKOPUCTOBYI0UM He Hal AP, a dyHKIioHAN 1151 TECTYBaHHSI B

AWS.
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Reference face Comparison faces

TRAMEHIO

TKACHENKO

MAPAHA

MARLANA

IBAHIBHA

b -

2 -00026
3 1312 2025 000000000

- ]

LEEAIHAWUKRAINE
¥ .l

Pucynok 4.7. [Ipukiiaa nopiBHSHHS TOKYMEHTA Ta PEalbHOTO 300pakeHHS
CriBniagiHHs JOCUTH BUCOKE, Olbie 99% He3BaXkaroun Ha KOJIip 300paKeHHs,

10 IIPsAMO BIINIMBA€ HaA TC JKOI'O KOJIBOPY TIEBHI YaCTUHHU JJFOANHHU Ha 306pa>1<eHHi.

v Results

Similarity 99.3 %

Pucynok 4.8. Pe3ynprar nopiBHsHHS
3 BIAKPUTHX AAaHUX HAM BIJIOMO IO MOJIEIb PO3Ii3HABaHHs 00pa3iB HE3BaXKAE
Ha KoJIip, a (PaKTUYHO 3aMipsi€ aOCOJIFOTHO BC1 MapaMETPH BIIHOCHOIO PO3TAllyBaHHS
OpraHiB T'OJIOBU JIFOAUHU Ha 300pake€HHI, TOOTO IIUPHUHY, JOBXKUHY, BIJICTaHb BIJl OKa

10 OpiB, BIZICTaHb BiJ BEPXHBOI I'yOM JI0 HOCA 1 Take iHIIe. Tako HaM B1JOMO, IO ITi]T

4yac BHKOPHUCTAHHA — MOIACIb HABYA€THCA, TAKMM YHHOM BOHA 3 YaCOM JIMHIC

BAOCKOHAJIIOETHCA.

CamonaBuanHst Mozeni (self-training model) crocyeTbcss METOIB MAITUHHOTO
HABYaHHS, JIe MOJIe]Ih TOYAaTKOBO HABYAETHCS HA MAJIMX MapKOBaHWX Habopax MaHUX,

ITCJIg Y0ro BUKOPUCTOBYE€ IO IMOYATKOBY MOZICJIb JJIA pO60TI/I 3 HCMApPKOBAHHNMHU
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naHuMu. GaKTUYHO MO HABYAETHCSA 31 CBOIX MOMEPEIHIX MepeadadeHp 1 MOCTIHHO
BIOCKOHAIOETHCA JUII OTPUMAHHS KpallluX pe3yJbTariB.

[le#i miaxim BUKOPUCTOBYETHCS B TAaKWX 3ajJadax, JI€ MapKyBaHHS JTaHHUX
BiJ1I0yBa€eThCA BPYUHY, 3aiiMae 6arato yacy abo komTiB. CaMOHaBYaHHS MOJIEII1 CIIPUSIE
MapKyBaHHIO ITUX JaHUX 3 MEHIIMMH 3YCHJUIIMH Ta MOXE KEpPyBaTH BEITUKUMH
HabopaMu JaHuX 0e3 iX MOBHOTO MapKyBaHHS.

OauH 3 WIIXOMIB JO CaMOHABYAHHS MOJENI TMOJsra€ B TOMY, LIO MOJEIb
3MIACHIOE TIepe0aYeHHs] Ha HEMapKOBaHUX JaHUX, a MOTIM MITKH 3 HaANBHUIIOIO
BIIEBHEHICTIO MepeAdadeHHs] BUKOPUCTOBYIOTHCS JUII  PO3MIMPEHHS  Habopy
MapKOBaHUX JaHWX. TakuM YWUHOM, MOJENIb 3HOBY HABYA€THCS Ha PO3MIMPEHUX
MapKOBaHUX JAaHMUX 1 1[I TPOLIEC MOBTOPIOETHCS KUIbKA pa3iB i JOCSITHEHHS
Kpalloro pe3yJbTary.

B ymoBax iHTerpailii JaHHOrO IPOTOTHUITY BepH(iKkalii 0coOH 3a il POTo € MeBHI
0€3MeKOoBl PU3HKU. AJle X MOXJIMBO YHHKHYTH 3alpOBAJMBIIN IEBHI OE3MEKOBI
MpOLIECH B CEpPEeAMHI MIANPUEMCTBA M0 OOpano JaHUM MPOTOTHI SK OCHOBY
aBTopM3allii. Ajie BCE K TaKu OAHY MPOoOIeMy BUPIIIUTH HEMOXIUBO, 1€ — JIFOJCHKUI
dakrop. Cam «peecTpaTop» MOKE TOMUIIUTUCS Ta 3aBAHTAKUTHU HE T1 JOKYMEHTH, 200
3pOOUTH BUTOK UyTJIMBOI 1H(pOpMaIii.

VY Bunajaky sikio 6e3meKoBi MpoIlecH OB’ s3aHi 3 JIOABMHU HaJAIITOBaHI 100pe
TO 3aJIUIIAETHCS JEKUIbKA BaplaHTIB TOTO SK HAaM 3 TEXHIYHOI CTOPOHU CTBOPHUTH
MaKCHMAaJIbHO O€3Ie4HI YMOBU KOPUCTYBaHHS 1H(opMaliitHowo cuctemoro[ 12].

4.3.Bumoru 10 O6e3neKu J0JaTKy

OcHOBHI BUMOTH 710 O€3MEKH 3 TEXHIYHOI CTOPOHU:

1. Bukxopucranus TokeHiB Bii AWS iH’€KTHUBHO, 30epiratouu ix cepel 3SMIHHUX

cepenoBuila, abo B KOHQIrypariiHux ¢ainax, HanmpyuKiIaa B

application.properties[13].
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LoginController.java TokenCaontroller.java ValidationApiController.java

server.port=8080

spring.thymeleaf.enabled=true
spring.thymeleaf.encoding=UTF-8
spring.datasource.url=jdbc:postgresql://localhost/diploma
spring.datasource.usernane - "
spring.datasource.password--
spring.jpa.show-sql=true

spring.jpa.generate-ddl=false
spring.jpa.hibernate.ddl-avto=update
spring.jpa.properties.hibernate.jdbc.lob.non_contextual_creation=true
security.basic.enabled=false

aws . accessKey= i —
aws. secret ey =

17 jwt.secret = ”TmankAuledniZS"|

Pucynok 4.9. Ilpuxnan application.properties daitry

3a monoMororo 1poro ¢anmy(rnpu Bukopuctanti Spring Framework), mu

MO>XEMO HESIBHO BUKJIMKATH 111 3MIHHI B KOJI1, OCh MPUKJIAJI:

Yevhenii.Chykalov_rft
@Configuration
public class AmazonConfig {
@value("${aws.accessKey}")

private String accessKey;
@value("${aws.secretKey}")
private String secretKey;

Pucynok 4.10. BukopucTaHHs 4y TJIMBUX JaHUX B KO

2. Buxopucraru 115l KOXKHOI PoJii OKpEeMi «CXOBUIIAY YyTIMBUX JTAHUX.
YmoBHO Mu MokeMo Iiie Bukoprucratu AWS Secrets Manager. Lleit cepsic
JIOTIOMOYKE HaM SIKOMOTa HaliHiIe 30epiratu JaHi Ta 0OMEXUTH JO HUX

JOCTYH 3a JONOMOTOO Pi3HUX POJICH.

BucuoBku 10 po3ainy 4
B npomy posmini O6yio 06paHo apXiTeKTypy AOAATKY, 3alPOTIOHOBAHO METOIH
JUTsL peadizaiiii Be0-opieHToBaHO1 iHGOpMAIIHHOI CUCTEMU Ta PO3IVISIHYTO BUMOTH JI0

0e3MeKu bOTOo JOJATKy 3 BUKOPUCTAHHIM XMAPHUX TEXHOJIOT1H.
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BHUCHOBOK

VY nmanHii po0OOTi OyI10 pO3p0OIECHO MTPOTOTUIT BEO-0PiEHTOBAHOT 1HPOPMAITIHHOT
cucteMu il iaeHTU(dikamii ocobw 3a (GOTO Ha JOKYMEHTaX 3 BHUKOPUCTAHHSIM
HalCy4JacHIIIMX XMAapHUX TEXHOJOTIM JUIs pO3Mi3HaBaHHA 00pa3iB, TEKCTy Ha

300paKEHHSX.

Y xofi BUKOHAHHS po0OOTH OyJI0 PO3MIAHYTO PiBHI XMapHUX CEPBICIB, a TAKOX
IIpOAHATI30BaHO SIKUM 13 XMapHUX IMpOBalJIepiB Kpalle IMiJAXOAuTh I 3aj1adi
pO3Mi3HaBaHHs Ta MAIIMHHOTO HaBYaHHA B 1ioMy. [IpoaHanizoBaHO I[IHOBY MOMITHKY,
Ta HassBHI CEPBICH, [0 MOXKYTh JIOTIOMOT'TH MaKCUMAJIbHO €(EKTUBHO PO3POOUTH BEO-

OpIEHTOBaHY 1HPOPMAIIHHY CUCTEMY.

Byno 3amponoHoBaHo Ta 00paHO HAHOUIBII 3pYYHI IHCTPYMEHTH JJIs1 pO3pOOKH
iH(popMaliitHOI cUCTEMH Ta MPOTOTHILY. Takok Oyla0 BHUSBIEHO Ta 3alpPOIIOHOBAHO
PIIIEHHS 31 CTOPOHHU KJIIE€HTA MPO HAWKpAIUK METOJ IEPEBIPKU 300pakeHHs 00IHnyya,
IO 3MEHBIIY€ PU3HKHA BUKOPUCTAHHS 300pa)KeHb 3aMICTh pEaTbHOTO OO0IMYua

JIFTOAWHH.

Po3misinyTo BapiaHTH 30€peKeHHs 4YyTJIMBOI 1H(popMallli OUThIl Oe3MeYHUMU
BapiaHTaMu. 3alPOTNIOHOBAHO BapiaHTH 30€piraHHs IaHUX Ta PO3MEKEHHS TOCTYIY J0

HUX.

Janny iHpopMaliifiHy CUCTEMY MOXHA BUKOPHUCTOBYBATU SIK JIOJATKOBUI
Oe3MeKOBUI eTar IiJ] Yac aBTOpU3allli KOPUCTYBadiB B IMIANPUEMCTBAX, JEPKaBHUX
YCTaHOBAX Ta IHILKX 3aKIaAax, /1€ MOTPIOHO OOMEXUTH JOCTYII 10 MEBHOI 1H(OpMarIii.
Anle € TmeBHI BHUMOTH 31 CTOpPOHH JCpKaBHUX 3aKjIadiB, IIOA0 IOJITHKH
KOH(IAEHIIIHHOCTI CaMUX CEPBICIB, MPOTE 1] Yac aHai3y HeAapeMHO OyB oOpaHuii

npoBaiiniep came Amazon Web Services.

Jlns Gi3HeC KIIEHTIB Ta KIIEHTIB O OyayTh BUKOPHCTOBYBAaTH AYXE YacTO
CEPBICH IILOTO TIPOBANIEPY € MOKITUBICTh IEPEMUCATH YTOH 11010 KOH(D1ISHIIIMHOCTI

JAHUX Ha CTUIbKW, [0 HaBITh TEXHIYHA MIATPUMKA HE OTPUMAE MOXKIJIMBICTD
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NeperisaaaTu, BHOCHUTH BHMIIPABJIICHHSA Ta B I_IiJIOMy JoromMaratu 3 BHUABJICHUMH

npo0bseMamMu il Yac BUKOPUCTAHHS CEPBICIB.

OCHOBHOIO TepeBarol0 € IIBHJKAa Ta Jerka IHTerpamis 10 IHIIUX BeO-
opieHTOBaHUX 1HoOpMaIiiHUX cucTeM. MOXIUBICTD PO3POOKH 3a JAOMOMOTOIO
XMapHUX CEpPBICIB MaKCHUMaJbHO TMOKpAIly€ pe3yiabTaT Ta 3MEHbIIY€e (IHAHCOBI

BHUTPATH Ha peaizallito Ta MATPUMKY (YHKITIOHAITY.
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JlonaTtoxk A
JIICTUHT KJIACIB TA TIPOT'PAMHUX ®ANJIIB JJIsA PEA.JII3AI_[Ii

package com.faceid;

import org.springframework.boot.SpringApplication;

import org.springframework.boot.autoconfigure.SpringBootApplication; import
org.springframework.boot.autoconfigure.security.servlet.SecurityAutoConfigura
tion;

@SpringBootApplication (exclude = { SecurityAutoConfiguration.class }) public
class FaceidApplication {

public static void main (String[] args) {
SpringApplication.run(FaceidApplication.class, args);
b}
package com.faceid.controllers.user;
import com.faceid.models.CookieManager;
import com.faceid.models.ResponseCreator;
import com.faceid.models.TokenManager;
import org.springframework.core.io.ByteArrayResource;
import org.springframework.core.io.Resource; import
com. faceid.models.entities.User;
import com.faceid.services.interfaces.RequestService; import
com. faceid.services.interfaces.UserService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.http.HttpHeaders; import
org.springframework.http.HttpStatus; import
org.springframework.http.MediaType; import
org.springframework.http.ResponseEntity; import
org.springframework.web.bind.annotation.GetMapping; import
org.springframework.web.bind.annotation.RestController;

import javax.servlet.http.HttpServletRequest; import
java.io.IOException;

@RestController

public class DetailsController {
@Autowired
private TokenManager tokenManager;
@Autowired
private CookieManager cookieManager;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;
@Autowired

private ResponseCreator responseCreator;

@GetMapping ("/graph")

public ResponseEntity graph (HttpServletRequest request) {
User user = userService.findByUsername (

tokenManager.decodeJWT (cookieManager.getCookieValue (request,
"auth-token"))
.getIssuer());
return ResponseEntity.status (HttpStatus.OK)

.body (requestService.countRequestsAndFindDateByUsernam
e (user.getUsername ()));

}
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@GetMapping ("/stats™)
public ResponseEntity stats (HttpServletRequest request) {
User user = userService.findByUsername (
tokenManager.decodeJWT (cookieManager.getCookieValue (request,
"auth-token™))

.getIssuer());
String roleName = userService.getCurrentRole (user.getId()) .getName()
if (requestService.getAmountPerMonth (user.getUsername()) == null) {

return ResponseEntity.status (HttpStatus.OK) .body (new
ResponseCreator () .getStatsData(roleName, 0, null));

}

int used = requestService.getAmountPerMonth (user.getUsername ()) ;

return ResponseEntity.status (HttpStatus.OK) .body (new
ResponseCreator ()

.getStatsData (roleName, used,

requestService.countRequestsAndFindDateByUsername (user.getUsername ()))

);

@GetMapping ("/download")

public ResponseEntity<Resource> download (HttpServletRequest request) throws

IOException {
User user = userService.findByUsername (
tokenManager.decodeJWT (cookieManager.getCookieValue (request,
"auth-token"))
.getlIssuer());

HttpHeaders header = new HttpHeaders();

header.add (HttpHeaders.CONTENT DISPOSITION, "attachment;
filename=report.csv");

header.add ("Cache-Control", "no-cache, no-store, must-revalidate");
header.add ("Pragma", "no-cache™); header.add ("Expires", "0");

byte[] file =
responseCreator.getFileReport (requestService.countRequestsAndFindDateByUserna
me (user.getUsername()));
ByteArrayResource resource = new ByteArrayResource (file);
return ResponseEntity.ok()
.headers (header)
.contentLength (file.length)

.contentType (MediaType.parseMediaType ("application/octetstream"))
.body (resource) ;
b}

package com.faceid.controllers.user;

import com.faceid.models.TokenManager;

import com.faceid.models.entities.User;

import com.faceid.services.interfaces.UserService;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Controller;
import org.springframework.ui.Model;
import org.springframework.web.bind.annotation.GetMapping;
import org.springframework.web.bind.annotation.RequestParam;

import javax.servlet.http.Cookie;
import Jjavax.servlet.http.HttpServletResponse;
@Controller
public class LoginController {
@Autowired
private TokenManager tokenManager;
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@Autowired
private UserService userService;

@GetMapping (path = "/login")
public String login (
@RequestParam String username,
@RequestParam String password,
HttpServletResponse response) {
User user = userService.findByUsername (username) ;
if (user !=null) {
if (user.getPassword () .equals (password)) {
Cookie cookie = new Cookie ("auth-token",
tokenManager.createdJWT (user.getUsername ())) ;
cookie.setMaxAge (60*60) ;
response.addCookie (cookie) ;

}

return "redirect:/home";

}
package com.faceid.controllers.user;

import com.faceid.models.UserValidator; import
com. faceid.models.entities.User; import
com.faceid.services.interfaces.UserService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.stereotype.Controller; import
org.springframework.web.bind.annotation.PostMapping; import
org.springframework.web.bind.annotation.RequestParam;

@Controller

public class RegistrationController {
@Autowired
private UserService userService;
@Autowired
private UserValidator userValidator;

@PostMapping (path="/registration")
public String registration(
@RequestParam String username,
@RequestParam String email,
@RequestParam String password,
@RequestParam String repassword) {
if (!password.equals (repassword)) {
return "redirect:/registration?error=password";

telse {

if (userService.findByUsername (username) != null) {
if (userService.findByUsername (username) .getUsername () .equals (username) ) {
return "redirect:/registration?error=username";

lelse

if (userService.findByUsername (username) .getEmail () .equals (email)) {
return "redirect:/registration?error=email"; }

}

User user = new User();
user.setUsername (username) ; user.setEmail (email) ;
user.setPassword (password) ; userService.save (user) ;

}

return "redirect:/";

}

package com.faceid.controllers.user;
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import com.faceid.controllers.HomeController;

import com.faceid.models.CookieManager; import

com. faceid.models.TokenManager; import

com. faceid.models.entities.User; import

com. faceid.services.interfaces.UserService; import
org.slf4j.Logger; import org.slfd4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.http.HttpStatus; import
org.springframework.http.ResponseEntity; import
org.springframework.web.bind.annotation.GetMapping; import
org.springframework.web.bind.annotation.RestController;

import Jjavax.servlet.http.HttpServletRequest;

@RestController
public class TokenController {
private Logger logger = LoggerFactory.getLogger (HomeController.class);

@Autowired

private TokenManager tokenManager;
@Autowired

private CookieManager cookieManager;
@Autowired

private UserService userService;

@GetMapping ("/token generate")
public ResponseEntity generateToken (HttpServletRequest request) {
User user = userService.findByUsername (
tokenManager.decodedWT (cookieManager.getCookieValue (request,
"auth-token™))

.getIssuer()):;
if (user != null) {
userService.setUserToken (user) ;
logger.info(user.toString());
return
ResponseEntity.status (HttpStatus.OK) .body (user.getToken()) ;

lelse {

return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("Unauthorized") ;
}

}

@GetMapping ("/token verify")
public String verifyToken () {
return "token verify";

}

@GetMapping ("/token get")
public String getToken () {
return "token get";

} } package
com.faceid.controllers.validations; import
com. faceid.models.TokenManager; import
com. faceid.models.data.Router; import
com.faceid.models.entities.Request; import
com.faceid.models.entities.Role; import
com.faceid.models.entities.User;
import com.faceid.services.interfaces.RequestService; import
com. faceid.services.interfaces.UserService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.http.HttpStatus; import
org.springframework.http.ResponseEntity; import
org.springframework.web.bind.annotation.GetMapping; import



org.springframework.web.bind.annotation.RequestHeader; import
org.springframework.web.bind.annotation.RequestMapping; import
org.springframework.web.bind.annotation.RequestMethod; import
org.springframework.web.bind.annotation.RequestParam; import
org.springframework.web.bind.annotation.RestController; import
org.springframework.web.multipart.MultipartFile;

import javax.servlet.http.HttpServletResponse;
import java.io.IOException; import
java.time.LocalDate;

import java.time.format.DateTimeFormatter; import
java.util.Map;

@RequestMapping ( value =
"/api", method =
RequestMethod.GET, produces =

"application/json"

)

@RestController

public class ValidationApiController {
@Autowired
protected Router router;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;
@Autowired
private TokenManager tokenManager;

@GetMapping (path = "/validate", produces = "application/json") public
ResponseEntity validate (lRequestHeader ("Authorization") String token,
@RequestParam("file") MultipartFile file,
@RequestParam String firstname,
@RequestParam String lastname,
@RequestParam String sex,
@RequestParam String birthday,
@RequestParam String passportNumber,
@RequestParam String idNumber) throws IOException {
if (token == null || token.isEmpty()) {
return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

Request request = new Request();
String username = userService.findUsernameByToken (token) ;
if (username == null) {

return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;
}
if (file == null || file.isEmpty()) {

return new ResponseEntity<>(HttpStatus.BAD REQUEST) ;
}

Integer amount = requestService.getAmountPerMonth (username) ;
if (amount == null) {
amount = 0;

Role role =
userService.getCurrentRole (userService.findByUsername (username) .getId()) ;

switch (role.getName ()) { case "basic": if
(amount == 500) { return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month"); } break;

case '"pro": if (amount == 5000) { return



ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit

of requests per month"); } break;
case "enterprise'":
if (amount == 100000) {
return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month"); } break;

}

request.setUsername (username) ;

request.setDate (LocalDate.now() .format (DateTimeFormatter.ofPattern ("dd-
MMMyyyy")));

requestService.save (request) ;

return ResponseEntity.status(HttpStatus. OK)

.body (router.validate(file, firstname, lastname, sex, birthday,

passportNumber, idNumber))

}

@GetMapping (path = "/compare"™, produces = "application/json") public
ResponseEntity compare (lRequestHeader ("Authorization") String token,
@RequestParam("document”) MultipartFile doc,
@RequestParam ("photo") MultipartFile photo)
throws IOException {
if (token == null || token.isEmpty()) {
return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

Request request new Request () ;

String username = userService.findUsernameByToken (token);
if (username == null) {

return new ResponseEntity<> (HttpStatus.UNAUTHORIZED) ;

}

if (doc == null || doc.isEmpty() || photo.isEmpty()) {
return new ResponseEntity<>(HttpStatus.BAD REQUEST) ;

}

Integer amount = requestService.getAmountPerMonth (username) ;
if (amount == null) { amount = 0; }

Role role =
userService.getCurrentRole (userService.findByUsername (username) .getId());

switch (role.getName ()) { case "basic":

return ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You
are now allowed to use photo comparison API."); case "pro":
if (amount == 5000) { return
ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month"); } break;
case "enterprise":

if (amount == 100000) {

return

ResponseEntity.status (HttpStatus.FORBIDDEN) .body ("You have reached the limit
of requests per month"); } break;

}

request.setUsername (username) ;

request.setDate (LocalDate.now() .format (DateTimeFormatter.ofPattern("dd-
MMMyyyy")));
requestService.save (request) ;
return ResponseEntity.status (HttpStatus.OK)
.body (router.compare (photo, doc));
b}

package com.faceid.controllers.validations;

import com.faceid.models.data.Router;
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import com.faceid.services.interfaces.RequestService; import
com. faceid.services.interfaces.UserService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.stereotype.Controller; import
org.springframework.ui.Model;

import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RequestMethod;
import org.springframework.web.bind.annotation.RequestParam;
import org.springframework.web.multipart.MultipartFile;

import java.io.IOException;

@Controller

public class ValidationController {
@Autowired
private Router router;
@Autowired
private UserService userService;
@Autowired
private RequestService requestService;

@RequestMapping (value = "/validate", method = RequestMethod

public String singleFileUpload/(
@RequestParam("file") MultipartFile file,
@RequestParam String firstname,
@RequestParam String lastname,
@RequestParam String sex,
@RequestParam String birthday,
@RequestParam String passportNumber,
@RequestParam String idNumber,

Model model) throws IOException

{

model.addAttribute ("users",
router.validate(file, firstname, lastname, sex,
passportNumber, idNumber)
) ;
return "result";
bl

package com.faceid.controllers;

import org.springframework.stereotype.Controller;
import org.springframework.web.bind.annotation.RequestMapping;

@Controller
public class GeneralController {

@RequestMapping ("/™)
public String index () {
return "redirect:/index.html";
bl
package com.faceid.controllers;
import com.faceid.models.CookieManager;
import com.faceid.models.TokenManager;
import com.faceid.models.entities.Role;
import com.faceid.models.entities.User;
import com.faceid.services.interfaces.UserService;

import org.slf4j.*;

. POST)

birthday,
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import org.springframework.ui.Model; import
org.springframework.stereotype.Controller; import
org.springframework.web.bind.annotation.GetMapping; import
org.springframework.beans.factory.annotation.Autowired;

import javax.servlet.http.Cookie; import
javax.servlet.http.HttpServletRequest; import
javax.servlet.http.HttpServletResponse;

@Controller
public class HomeController {

private Logger logger = LoggerFactory.getLogger (HomeController.class);

@Autowired

private TokenManager tokenManager;
@Autowired

private UserService userService;
@Autowired

private CookieManager cookieManager;

@GetMapping ("/details")
public String getGraph (Model model, HttpServletRequest req) {
if (isCookieDoesNotExists (req)) { logger.info ("Cookie
does not exists"); logger.info ("Redirecting to /");
return "redirect:/";
}
logger.info ("Cookie exists");
logger.info ("Adding token to model");
addModelUser (model, req);
logger.info ("Redirecting to /graph"); return
"graph";
}

@GetMapping ("/token™)
public String getToken (Model model, HttpServletRequest req) {
if (isCookieDoesNotExists (req)) { logger.info ("Cookie
does not exists"); logger.info ("Redirecting to /");
return "redirect:/";
}
logger.info ("Cookie exists™);
logger.info ("Adding token to model");
addModelUser (model, req);
logger.info ("Redirecting to /token"); return
"token";

}

@GetMapping (" /home™)
public String getHome (Model model, HttpServletRequest req) {
if (isCookieDoesNotExists (req)) { logger.info ("Cookie
does not exists"); logger.info ("Redirecting to /");
return "redirect:/";
}
logger.info ("Cookie exists");
logger.info ("Adding token to model");
addModelUser (model, req);
logger.info ("Redirecting to /home"); return
"home";

}

@GetMapping ("/demo™)
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public String getDemo (Model model, HttpServletRequest req)
if (isCookieDoesNotExists (req)) | logger.info ("Cookie
does not exists"); logger.info ("Redirecting to /");
return "redirect:/";
}
logger.info ("Cookie exists");
logger.info ("Adding token to model");
addModelUser (model, req);
logger.info ("Redirecting to /demo"); return
"demo";

}

@GetMapping ("/logout")
public String getLogout (HttpServletResponse response) {
Cookie cookie = new Cookie ("auth-token", null);

cookie.setMaxAge (0) ; response.addCookie (cookie) ;
return "redirect:/";

} private void addModelUser (Model model, HttpServletRequest
req) { User user = userService.findByUsername (

tokenManager.decodeJWT (cookieManager.getCookieValue (req,
"auth-token")) .getIssuer ()

)

Role role = userService.getCurrentRole (user.getId());
model.addAttribute ("user", user); model.addAttribute ("role",
role) ;

}

private boolean isCookieDoesNotExists (HttpServletRequest req)
return reqg.getCookies () == null || reqg.getCookies().length <= 0; }
}

package com.faceid.models.converters;

public interface ConvertableDetail {
String getDate () ;

int getAmount () ;

}

package com.faceid.models.data;

public class Generator {

private static final String AB =
"0123456789ABCDEFGHIJKLMNOPQRSTUVIWXYZabcdefghijklmnopgrstuvwxyz—- ";
private static final int RANDOM STRING LENGTH = 30;

public static String randomString () {
StringBuilder sb = new StringBuilder (RANDOM STRING LENGTH) ;
for (int 1 = 0; i < RANDOM STRING LENGTH; i++) { int
index = (int) (AB.length() * Math.random()) ;

sb.append (AB.charAt (index) ) ;
}
return sb.toString();
Pl

package com.faceid.models.data;

import com.amazonaws.services.rekognition.model.Image;

import com.amazonaws.util.IOUtils; import
com.faceid.models.entities.Identity; import

com. faceid.models.enums.Names; import

com. faceid.services.amazon.RecognizeData; import

com. faceid.services.amazon.UploadToS3;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Component; import
org.springframework.web.multipart.MultipartFile;



import java.io.File; import
java.io.IOException; import
java.nio.ByteBuffer; import
java.nio.file.Files; import
java.nio.file.Path; import
java.nio.file.Paths; import
java.util.HashMap; import
java.util.Map;

@Component
public class Router ({
@Autowired
private Validator validator;
@Autowired
private UploadToS3 uploadToS3;
@Autowired
private RecognizeData recognizeData;
public Map<String, Boolean> validate (MultipartFile file,
String firstname,
String lastname,
String sex,
String birthday,
String passportNumber,

String idNumber) throws IOException

byte[] bytes = file.getBytes();
Path path = Paths.get(file.getOriginalFilename())
Files.write (path, bytes);
uploadToS3.upload/(
Names .BUCKET NAME.getBucketName (),
file.getOriginalFilename (), new
File(file.getOriginalFilename ())
)

Identity user = new Identity(firstname, lastname, birthday,

passportNumber, idNumber) ;
Identity recognized = recognizeData.recognize (
file.getOriginalFilename(),
Names .BUCKET NAME.getBucketName ()
);
return validator.validate (user, recognized);

}

public Map<String, Float> compare (MultipartFile photo, MultipartFile doc)

throws IOException {
ByteBuffer sourceBuffer =

ByteBuffer.wrap (IOUtils. toByteArray (photo.getInputStream()));
ByteBuffer targetBuffer =

ByteBuffer.wrap(IOUtils. toByteArray(doc.getInputStream()));
Image source = new Image () .withBytes (sourceBuffer);

Image target = new Image () .withBytes (targetBuffer); return

new HashMap<> () {{

put ("Similarity", recognizeData.compare (source, target));

|
bl

package com.faceid.models.data;

import com.amazonaws.services.rekognition.model.Image;
import com.faceid.models.StringFormatter; import
lombok.Data;

import org.springframework.stereotype.Component;

import com.faceid.models.entities.Identity;
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import Jjava.util.Arrays; import
java.util.HashMap; import
jJava.util.LinkedHashMap; import
Java.util.Map;

@Data @Component
public class Validator {
private Map<String, Boolean> results = new LinkedHashMap<>();

public Map<String, Boolean> validate (Identity requested, Identity
recognized) {
results.put ("First name",

requested.getFirstName () . toUpperCase () .equals (recognized.getFirstName ())) ;
results.put ("Last name",
requested.getLastName () . toUpperCase () .equals (recognized.getLastName ())) ;
results.put ("Date of birth",
StringFormatter.removeDash (requested.getDate () ) .equals (recognized.getDate()))

’

results.put ("Sex",

requested.getSex () .toUpperCase () .equals (recognized.getSex()));

results.put ("Identification Code",

isValidIdentificationCode (requested.getIdNumber()))

results.put ("Passport number",

requested.getPassportNumber () .equals (recognized.getPassportNumber())) ;
System.out.println (requested) ;

System.out.println (recognized) ; return

results;

}

public boolean isValidIdentificationCode (String code) {
int[] numbers =

Arrays.stream(code.split ("")) .mapToInt (Integer::parselnt) .toArray();
int checkSum = numbers[0] * -1 + numbers[1l] * 5 +
numbers([2] * 7 + numbers[3] * 9 +
numbers[4] * 4 + numbers[5] * 6 +
numbers[6] * 10 + numbers[7] * 5 +
numbers[8] * 7;
System.out.println (checkSum) ;
int checkValue = checkSum % 11;
System.out.println (checkValue) ;
if (checkValue == 10) { checkValue
= 0;
}
return checkValue == numbers[9];

b}

package com.faceid.models.entities;

import com.faceid.models.converters.ConvertableDetail;

public class Detail implements ConvertableDetail {
private String date; private int amount;

public String getDate () {
return date;

}

public void setDate (String date) {
this.date = date;

} public int
getAmount () { return
amount;
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} public void setAmount (int
amount) { this.amount = amount;

@Override
public String toString() {
return "Detail{" +
"date="" 4+ date + '"\'' +
", amount='" + amount + '\'' +
"
} } package
com. faceid.models.entities;

import lombok.AllArgsConstructor;
import lombok.Data; import
lombok.EqualsAndHashCode; import
lombok.NoArgsConstructor;

@Data

@NoArgsConstructor @AllArgsConstructor

public class Identity { private

String firstName; private String

lastName; private String date;
@EqualsAndHashCode.Exclude

private String sex; private

String passportNumber;
@EqualsAndHashCode.Exclude

private String idNumber;

}

package com.faceid.models.entities;

import javax.persistence.Entity; import

javax.persistence.GeneratedValue; import

javax.persistence.GenerationType; import

javax.persistence.Id; import

javax.persistence.ManyToOne; import

javax.persistence.Table;

@Entity
@Table (name = "request") public
class Request {
@QId
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id; private String username; private

String date;

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;

} public String
getUsername () { return
username;

}

public void setUsername (String username) {
this.username = username;

}

public String getDate () {
return date;

}

public void setDate(String date) {
this.date = date;



b}

package com.faceid.models.entities;

import javax.persistence.*; import
java.util.Set;

@Entity
@Table (name = "role") public
class Role {
@Id
@GeneratedValue (strategy = GenerationType.IDENTITY)
private Long id;

private String name;

@ManyToMany (mappedBy = "roles")
private Set<User> users;

public Long getId() {
return id;

}

public void setId(Long id) {
this.id = id;

} public String
getName () { return
name;

}

public void setName (String name) {
this.name = name;

}

public Set<User> getUsers() {
return users;

}

public void setUsers (Set<User> users) {
this.users = users;

bl

package com.faceid.models.entities;

import lombok.AllArgsConstructor; import
lombok.Data;
import org.springframework.stereotype.Component;

@Data

@All1ArgsConstructor public

class StatsData {

private int limit;

private int used;

private int free;

private int average;

}

package com.faceid.models.entities;
import Jjavax.persistence.Entity; import
javax.persistence.GeneratedvValue; import
javax.persistence.GenerationType; import
javax.persistence.Id; import
Jjavax.persistence.ManyToMany; import
javax.persistence.OneToMany; import
javax.persistence.Table; import
java.util.Set;

@Entity



@Table (name = "users") public

class User {
@Id

@GeneratedValue (strategy = GenerationType.IDENTITY)
private String username;

private Long id;
String email;
@ManyToMany

private String password;

private Set<Role> roles;
private String token;
public Long getId() {

return id; }

public void setId(Long id) {

this.id = id;
}

public String getUsername () {

return username;

}

public void setUsername (String username)
username;

this.username =

}

public String getEmail () {

return email;

}

public void setEmail (String email) {
this.email = email;

}

public String getPassword() {

return password;

}

public void setPassword(String password)
password;

this.password =

}

public Set<Role> getRoles () {

return roles;

}

public void setRoles (Set<Role> roles) {
this.roles = roles;

}

public String getToken () {

return token;

}

public void setToken (String token) {
this.token = token;

}

@Override public String
toString () { return
"User{" + "id="
+ id +
", username='" + username +
", email="" 4+ email + '"\'' +
", password='" + password +
", roles=" + roles +
", token="'" 4+ token + '"\''

}

'}".

package com.faceid.models.enums;
import lombok.AllArgsConstructor;
import lombok.Getter;

+

{

{

l\!l

l\!l

+

+

private
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@Al1ArgsConstructor
@Getter public enum
Names {
BUCKET NAME ("faceid-documents") ;
private final String bucketName;
}

package com.faceid.models.enums;

import lombok.AllArgsConstructor; import
lombok.Getter;

@AllArgsConstructor
@Getter
public enum Roles {
BASIC(1),
PRO(2),
ENTERPRISE(3),
ADMIN (4) ;
private final int role id;
}

package com.faceid.models;

import com.amazonaws.auth.AWSCredentials; import
com.amazonaws.auth.AWSStaticCredentialsProvider; import
com.amazonaws.auth.BasicAWSCredentials; import
com.amazonaws.services.rekognition.AmazonRekognition; import
com.amazonaws.services.rekognition.AmazonRekognitionClient; import
com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean; import
org.springframework.context.annotation.Configuration;

@Configuration public class
AmazonConfig {
@value ("S{aws.accessKey}")
private String accessKey;
@value ("S{aws.secretKey}")
private String secretKey;
@Bean
public AmazonS3 s3() {
AWSCredentials awsCredentials =
new BasicAWSCredentials (accessKey, secretKey);

System.out.println (awsCredentials.getAWSSecretKey () + " " +
awsCredentials.getAWSAccessKeyId()); return
AmazonS3ClientBuilder

.standard()

.withRegion ("eu-west-1")
.withCredentials (new
AWSStaticCredentialsProvider (awsCredentials))
.build();
}
public AmazonRekognition rekognition () {
AWSCredentials awsCredentials =
new BasicAWSCredentials (accessKey, secretKey);
return AmazonRekognitionClient
.builder ()
.withRegion ("eu-west-1")
.withCredentials (new
AWSStaticCredentialsProvider (awsCredentials))
Jbuild() ;
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b}
package com.faceid.models;
import org.springframework.stereotype.Component;
import Jjavax.servlet.http.Cookie; import
javax.servlet.http.HttpServletRequest; import
java.util.Arrays;

@Component
public class CookieManager {
public String getCookieValue (HttpServletRequest req, String cookieName) {
return Arrays.stream(req.getCookies())
.filter(c -> c.getName () .equals (cookieName))
.findFirst ()
.map (Cookie::getValue)
.orElse(null) ;
b}

package com.faceid.models;

import com.ligpay.LigPay;
import org.springframework.stereotype.Component;

import java.time.LocalDateTime; import
java.time.format.DateTimeFormatter; import
java.util.HashMap; import java.util.Map;

@Component
public class PaymentCreator {

public String generatePayment (String username, String role, String
publicKey, String privateKey) {

String date =
LocalDateTime.now () . format (DateTimeFormatter.ofPattern ("yyyy-MM-dd
HH:mm:ss")) ;

HashMap<String, String> params = new HashMap<>();

params.put ("action”™, "subscribe"); params.put ("currency",
"UsD") ;
params.put ("order id", role + "/" + username);
params.put ("version", "3"); params.put ("language",
"en") ; params.put ("public key", publicKey);

params.put ("subscribe periodicity", "month");
params.put ("subscribe date start", date);
params.put ("result url", "http://localhost:8080/successfully/" + role);
if (role.equals ("pro™)) {
params.put ("amount™, "150");
params.put ("description", "Upgrading to status PRO");
}else if (role.equals ("enterprise")) {
params.put ("amount"™, "750");
params.put ("description", "Upgrading to status ENTERPRISE");

LigPay ligpay = new LigPay(publicKey, privateKey);
return ligpay.cnb form(params);

} public Map<String, Object> receivePaymentStatus (String role,
String username, String publicKey, String privateKey) throws Exception ({
HashMap<String, String> params = new HashMap<>();
params.put ("action", "status"); params.put ("version", "3");

params.put ("order id", role + "/" + username);

LigPay ligpay = new LigPay(publicKey, privateKey);
return ligpay.api ("request", params); }
}

package com.faceid.models;
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import com.faceid.models.converters.ConvertableDetail;
import com.faceid.models.entities.StatsData; import
org.springframework.stereotype.Component;

import java.io.BufferedWriter;
import java.io.File; import
java.io.FileWriter; import
java.io.IOException; import
java.io.PrintWriter; import
java.nio.file.Files; import
Java.util.List;

@Component
public class ResponseCreator {

public StatsData getStatsData (String role, int used,
List<ConvertableDetail> values) {

int limit = 0; switch
(role) { case "basic":
limit = 500; break;
case "pro": limit =
5000; break;

case "enterprise':
limit = 100000;
break; default:
break;

}

if (values != null)

{

int average =

values.stream() .mapToInt (ConvertableDetail::getAmount) .sum() / values.size();
return new StatsData(limit, used, limit-used, average);

}

return new StatsData(limit, used, limit-used, O0);

}
public byte[] getFileReport (List<ConvertableDetail> details) throws

IOException {

File file = new File("report.csv");
try(FileWriter fw = new FileWriter(file)) {
fw.write ("Date, Amount\n") ;
details.forEach (detail -> { try {

fw.write(detail.getDate() + "," + detail.getAmount() +
"\n");
} catch (IOException e) {
throw new RuntimeException (e);
}
1)

return Files.readAllBytes(file.toPath());
} } package com.faceid.models;

import org.springframework.stereotype.Component;
@Component
public class StringFormatter {
public static String removeDash (String string) {
return string.replace("-"," ");
bl
package com.faceid.models;
import io.jsonwebtoken.Claims;
import io.jsonwebtoken.JwtBuilder;
import io.jsonwebtoken.Jwts;
import io.jsonwebtoken.SignatureAlgorithm;
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import org.springframework.beans.factory.annotation.Value; import
org.springframework.stereotype.Component;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

import Jjava.security.Key;

@Component
public class TokenManager {
@Value ("${jwt.secret}") private

String secret;

public String createdWT (String issuer)
SignatureAlgorithm signatureAlgorithm = SignatureAlgorithm.HS256;

byte[] apiKeySecretBytes =
DatatypeConverter.parseBase64Binary (secret) ;

Key signingKey = new SecretKeySpec (apiKeySecretBytes,
signatureAlgorithm.getJcaName () ) ;

JwtBuilder builder = Jwts.builder ()
.setIssuer (issuer)
.signWith (signatureAlgorithm, signingKey) ;
return builder.compact () ;
}
public Claims decodedWT (String jwt) {
return Jwts.parser ()
.setSigningKey (DatatypeConverter.parseBase64Binary (secret))
.parseClaimsJws (jwt)
.getBody () ;
b}

package com.faceid.models;

import com.faceid.models.entities.User; import
com.faceid.services.interfaces.UserService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.stereotype.Component; import
org.springframework.validation.Errors; import
org.springframework.validation.ValidationUtils; import
org.springframework.validation.Validator;

@Component
public class UserValidator implements Validator ({
@Autowired
private UserService userService;
@Override
public boolean supports(Class<?> aClass) {
return User.class.equals (aClass);

}

@Override
public void validate (Object o, Errors errors) {
User user = (User) o;

ValidationUtils.rejectIfEmptyOrWhitespace (errors, "username",
"NotEmpty") ;

if (user.getUsername () .length() < 6 || user.getUsername().length() >
32) {

errors.rejectValue ("username", "Size.userForm.username");

}

if (userService.findByUsername (user.getUsername()) != null) {
errors.rejectValue ("username", "Duplicate.userForm.username");

}

ValidationUtils.rejectIfEmptyOrWhitespace (errors, "password",
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"NotEmpty") ;
if (user.getPassword().length() < 8 || user.getPassword().length() >
32) {
errors.rejectValue ("password", "Size.userForm.password");

b}

package com.faceid.repositories;

import com.faceid.models.converters.ConvertableDetail; import
com. faceid.models.entities.Request;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.]jpa.repository.Modifying;

import org.springframework.data.jpa.repository.Query; import
org.springframework.stereotype.Repository;

import org.springframework.transaction.annotation.Transactional;

import java.util.List;

@Repository
public interface RequestRepository extends JpaRepository<Request, Long> {
List<Request> findAllByUsername (String username) ;
List<Request> findAllByDate (String date);
List<Request> findAllByUsernameAndDate (String username, String date);
@Query(value = "SELECT date, COUNT (date) as amount from request where
username = ? group by date", nativeQuery = true)
List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) ;

@Query(value = "SELECT COUNT (id) AS amount FROM request where username =
? and DATE TRUNC ('month', date\\:\\:date) = DATE TRUNC ('month', CURRENT DATE)
GROUP BY DATE TRUNC ('month', date\\:\\:date)", nativeQuery = true)

Integer amountPerCurrentMonth (String username) ;
}

package com.faceid.repositories;

import com.faceid.models.entities.Role;

import org.springframework.data.jpa.repository.JpaRepository;

import org.springframework.data.jpa.repository.Modifying;

import org.springframework.data.jpa.repository.Query; import

org.springframework.stereotype.Repository;

import org.springframework.transaction.annotation.Transactional;

@Repository

public interface RoleRepository extends JpaRepository<Role, Long>{
Role findRoleById(Long id);

@Transactional

@Modifying

@Query(value = "INSERT INTO users roles(users id, roles id) values
(?1,?2)", nativeQuery = true)

void insertRole(long userId, int roleld);
@Transactional

@Modifying

@Query (value = "UPDATE users roles SET roles id = ?2 where users id =
?1", nativeQuery = true)

void updateRoleForUser (long userId, int roleld);

@Query (value = "SELECT * from role where id = (SELECT roles id FROM
users roles WHERE users id = ?)", nativeQuery = true)

Role getRoleByUserId(long userId);
}



package com.faceid.repositories;

import com.faceid.models.converters.ConvertableDetail; import
com. faceid.models.entities.User;

import org.springframework.data.jpa.repository.JpaRepository;
import org.springframework.data.jpa.repository.Query; import
org.springframework.stereotype.Repository;

import java.util.List;

@Repository
public interface UserRepository extends JpaRepository<User, Long> {

User findByUsername (String username) ;

User findByToken (String token);

@Query (value = "SELECT date, COUNT (date) as amount from request where
username = ? group by date", nativeQuery = true)

List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username); }
package com.faceid.services.amazon;

import com.amazonaws.services.rekognition.model.AmazonRekognitionException;
import com.amazonaws.services.rekognition.model.CompareFacesMatch; import
com.amazonaws.services.rekognition.model.CompareFacesRequest; import
com.amazonaws.services.rekognition.model.DetectTextRequest; import
com.amazonaws.services.rekognition.model.DetectTextResult; import
com.amazonaws.services.rekognition.model.Image; import
com.amazonaws.services.rekognition.model.S30bject; import
com.amazonaws.services.rekognition.model.TextDetection; import

com. faceid.models.PAmazonConfig; import com.faceid.models.entities.Identity;
import org.apache.commons.text.StringEscapeUtils; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.stereotype.Service;

import java.util.List;
@Service
public class RecognizeData {
@Autowired
private AmazonConfig amazonConfig;

public Identity recognize (String name, String bucket) {
Identity identity = new Identity();
DetectTextRequest request = new DetectTextRequest ()
.withImage (new Image ()
.withS30bject (new S30bject ()
.withName (name)
.withBucket (bucket))); try {

DetectTextResult result =
amazonConfig.rekognition () .detectText (request) ;

List<TextDetection> textDetections = result.getTextDetections();
System.out.println ("Detected lines and words for " + name) ;
identity.setLastName (textDetections.get (5) .getDetectedText ());
identity.setFirstName (textDetections.get (8) .getDetectedText ()) ;
identity.setDate (textDetections.get (19) .getDetectedText ()) ;

identity.setPassportNumber (textDetections.get (24) .getDetectedText ());

identity.setSex (textDetections.get (15) .getDetectedText () .replace("/", ""));
} catch (AmazonRekognitionException e) {
e.printStackTrace () ;

return identity;
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}
public float compare (Image source, Image target) {
CompareFacesRequest request = new
CompareFacesRequest () .withSourceImage (source) .withTargetImage (target) ;
List<CompareFacesMatch> faces =
amazonConfig.rekognition () .compareFaces (request) .getFaceMatches() ;
if(faces.size () == 0){ return 0;
}
return faces.get(0).getSimilarity();
o}
package com.faceid.services.amazon;
import com.amazonaws.AmazonServicekException;
import com.faceid.models.AmazonConfig; import
lombok.AllArgsConstructor;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import Jjava.io.File;

@AllArgsConstructor
@Service
public class UploadToS3 {
@Autowired
private final AmazonConfig amazonS3;

public void upload(String path, String fileName, File file) {
try {
amazonS3.s3 () .putObject (path, fileName, file);
} catch (AmazonServiceException e) {
throw new IllegalStateException("Failed to upload the file",
}
} '} package
com. faceid.services.interfaces;

import com.faceid.models.converters.ConvertableDetail; import
com.faceid.models.entities.Request;
import java.util.List;
public interface RequestService {
void save (Request request);
Iterable<Request> findAllRequestsByUsernameAndDate (String username,
String date);
Iterable<Request> findAll();
Iterable<Request> findAllByUsername (String username) ;
List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) ;
Integer getAmountPerMonth (String username) ;
}
package com.faceid.services.interfaces;
import com.faceid.models.entities.Role;
import com.faceid.models.entities.User;
public interface UserService {
volid save (User user);
User findByUsername (String username) ;
String findTokenByUsername (String username) ;
String findUsernameByToken (String token);
User setUserToken (User user);
Role getCurrentRole (long userId);
void updateRoleForUser (long userId, int roleld);
}

package com.faceid.services;

e);
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import com.faceid.models.converters.ConvertableDetail; import
com. faceid.models.entities.Request; import

com. faceid.repositories.RequestRepository; import

com. faceid.services.interfaces.RequestService; import
org.springframework.beans.factory.annotation.Autowired; import
org.springframework.stereotype.Service;

import java.util.List;

@Service
public class RequestServiceImpl implements RequestService {
@Autowired
private RequestRepository requestRepository;

@Override
public void save (Request request) {
requestRepository.save (request) ;

}

@Override
public Iterable<Request> findAllRequestsByUsernameAndDate (String username,
String date) {
return requestRepository.findAllByUsernameAndDate (username, date);

@Override
public Iterable<Request> findAll () {
return requestRepository.findAll () ;

}

@Override
public Iterable<Request> findAllByUsername (String username) {
return requestRepository.findAllByUsername (username) ;

}

@Override

public List<ConvertableDetail> countRequestsAndFindDateByUsername (String
username) | return
requestRepository.countRequestsAndFindDateByUsername (username) ;

}

@Override
public Integer getAmountPerMonth (String username) {
return requestRepository.amountPerCurrentMonth (username) ; }o}

package com.faceid.services;
import com.faceid.repositories.UserRepository;
import com.faceid.models.entities.Role; import
com. faceid.models.entities.User;
import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.core.GrantedAuthority;
import org.springframework.security.core.authority.SimpleGrantedAuthority;
import org.springframework.security.core.userdetails.UserDetails; import
org.springframework.security.core.userdetails.UserDetailsService; import
org.springframework.security.core.userdetails.UsernameNotFoundException; import
org.springframework.stereotype.Service;
import org.springframework.transaction.annotation.Transactional;
import java.util.HashSet; import java.util.Set;
@Service
public class UserDetailsServiceImpl implements UserDetailsService(
@Autowired

66



private UserRepository userRepository;

@Override

@Transactional (readOnly = true)

public UserDetails loadUserByUsername (String username) {
User user = userRepository.findByUsername (username) ;

if (user == null) throw new UsernameNotFoundException (username) ;
Set<GrantedAuthority> grantedAuthorities = new HashSet<>(); for
(Role role : user.getRoles()) { grantedAuthorities.add (new
SimpleGrantedAuthority (role.getName()));

}
return new
org.springframework.security.core.userdetails.User (user.getUsername (),
user.getPassword (), grantedAuthorities);

b}

package com.faceid.services;

import com.faceid.models.entities.Role; import

com. faceid.models.enums.Roles; import
com.faceid.repositories.RoleRepository; import
com.faceid.repositories.UserRepository; import
com.faceid.models.entities.User; import
com.faceid.services.interfaces.UserService; import
com.faceid.models.data.Generator;
import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.stereotype.Service; (@Service
public class UserServiceImpl implements UserService ({
@Autowired

private UserRepository userRepository;
@Autowired
private RoleRepository roleRepository;

@QOverride

public void save (User user) {
//todo: encrypt password before saving
//user.setRoles (new HashSet<>(roleRepository.findAll())) ;
userRepository.save (user) ;

roleRepository.insertRole (userRepository.findByUsername (user.getUsername()) .g
etId(), Roles.BASIC.getRole id()):;
}

@Override
public User findByUsername (String username) {
return userRepository.findByUsername (username) ;

}

@Override
public String findTokenByUsername (String username) {
return userRepository.findByUsername (username) .getToken () ;

}

@Override
public User setUserToken (User user) {
user.setToken (Generator.randomString()); userRepository.save (user) ;
return userRepository.findByUsername (user.getUsername ()) ;

@Override



public String findUsernameByToken (String token) {
return userRepository.findByToken (token) .getUsername () ;

}

@Override

public Role getCurrentRole (long userId) {
return roleRepository.getRoleByUserId (userId);

}

@Override

public void updateRoleForUser (long userId, int roleld)
roleRepository.updateRoleForUser (userId, roleld);

}
}

let faceapi;
let detections = [];

let video;
let canvas;

function setup() {
canvas = createCanvas(480, 360);
canvas.id("canvas");

video = createCapture(VIDEO);
video.id("video");
video.size(width, height);

const faceOptions = {
withLandmarks: true,
withExpressions: true,
withDescriptors: true,
minConfidence: 0.5

}s

faceapi = ml5.faceApi(video, faceOptions, faceReady);

function faceReady() {
faceapi.detect(gotFaces);

}

function gotFaces(error, result) {
if (error) {
console.log(error);
return;

detections = result;
clear();

drawBoxs (detections);
drawLandmarks(detections);

{
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drawExpressions(detections, 20, 250, 14);

faceapi.detect(gotFaces);
}

function drawBoxs(detections){
if (detections.length > 0) {
for (f=0; f < detections.length; f++){

let {_x, _y, _width, _height} = detections[f].alignedRect._box;

stroke(44, 169, 225);

strokeWeight(1);
noFill();
rect(_x, _y, _width, _height);

function drawlLandmarks(detections){
if (detections.length > 90) {
for (f=0; f < detections.length; f++){
let points = detections[f].landmarks.positions;
for (let i = 9; i < points.length; i++) {
stroke(44, 169, 225);
strokelWeight(3);
point(points[i]._x, points[i]._y);
}
}
}
}

function detectSecondRandomExpression(detections, emotion){
if(detections.length > 0){
if(detections[@].expressions == emotion){
if(detections[@].expressions.value * 100 > 97){
comparePhoto(first, second)

}
}

}
body {

background-color: #000;
}

#canvas{
position: relative;
top: 10px;
left: Opx;
z-index:1;

#tvideo{
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position: absolute;

top: 10px;

left: 10px;

z-index:0;

border: 3px #fff solid;
border-radius: 10px;
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