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AKTYQABHICTb TEMMU

OnepauinHa cuctema Windows AOMIHYE 9K Y KOPMOPATUMBHOMY CEPEAOBMLLL, TOK |
CcepeA NEPECIHHMUX KOPUCTYBAYIB, LLLO POOUTH Il KAKOHOBMM OO’ EKTOM IHTEPECY AAS
KIOEP3A0YMHLLB. LLLOPIMHO 3pOCTAE KIALKICTb ATAK, CMPIMOBAHMX came Ha Windows-
IHOPPACTPYKTYPM — BiA AILLMHTY TA MPOrPAM-LUMADPYBAAbHUKIB AO EKCIMAOMUTIB, LLLO
3AOBXMBAIOTb BPA3AMBOCTIMM GAPA TA CAYXKO.

Cy4ACHI 3arpo3m BUMAratoTb KOMMIAEKCHOTO, IHTErPOBAHOIO MIAXOAY, KM NMOEAHYE

I MEXAHI3MM 3axMCTy (TPM, Secure Boot), cnuctemHi iHCTpymeHTn (BitLocker,
KOHTPOAb CAYXXO, MOAITUKM BE3NeEKM) TA ONTUMIZALLIKD NMPOTPAMHOIO CEPEAOBULLLA. TIABKM
NOZAHAHHSA LMX PIBHIB AO3BOAIE MOOYAYBATH 3AXULLLEHY, MPOOAYKTUBHY TA HAAIMHY

NAOWS-MAATAOOPMY, 3AATHY MPOTUCTOITU AKTYOAbHMM KIOEP3ArPO3aAM.

Windows Unknown macOS Linux Chrome OS

59.5% 13.04%  8.25% 4.85% 3.05% 1.31%

Desktop Operating System Market Share Worldwide - November 2025

I[HdbopMaLLg 3 camTy statcounter, HO 9KOMY BM3HAYAETLCA NOMNYAIPHICTb Pi3HMX OC



MeTa Ta 3aBAOHHA

MeToo POBOTH € DOPMYBAHHS LLIAICHOTO MIAXOAY AO MIABMLLLEHHS PIBHS
©e3nekn Ta NPOAYKTMBHOCTI onepaLllimHol cuctemm Windows HO OCHOBI
NOEAHAHHS ANAPATHMX TA NMPOTPAMHMX MEXAHI3MIB.

AN AOCATHEHHS LIEl MeTU NepeAba4YeHO BUKOHAHHS TAOKMX 3ABAOHb:
- MPOAHAAI3YBATM BOYAOBAHI 3aCc0o0M 3axmcTty Windows (Secure Boot, TPM
2.0, BitLocker, UAC, rpynoBi NOAITUKM);
3HAYUTU KAKOYOBI BPA3AMBOCTI TA PU3UKM, XOPAKTEPHI AAT CYHOCHMX

Mctem Ha 6asi Windows;
- AOCAIAUTU IHCTPYMEHTM ONTUMI3ALLIT MPOAYKTUBHOCTI TA 3MEHLLIEHHS
HOBAHTAXXEHHA OC,;
- PO3POOUTU IHTETPOBAHY MOAEAb B3AEMOAI 30CODIB 3AXMCTY 1M OMTUMI3ALL
- PEAAI3YBATU MPAKTMYHY ANpPOOALLIKDO MOAEAI HO PEAABHIM POBONIM CTAHLLIT
TA OLLIHUTUK 1T € DEKTMBHICTb.



HOBU3HA

Y po6OoTi 3anNPONOHOBAHO LLIAICHY METOAMKY IHTEMOOBAHOTO MIAXOAY AO 3AXMCTY TA
onTMMiI3aLLil Windows, 9ka noeAHye anapaTtHi mexaHizamum (UEFI, Secure Boot, TPM
2.0), cuctemHi 3acobum 6esnekm (TPM 2.0, BitLocker) Ta IHCTPYMEHTM ONTUMI3ALLIT
(cayxOu, teanemeTpid, WinUtil). YnepLue y3roaXXeHo M OnMMCAHO EAMHY MOAEAb, LLLO
OXOMAIOE BECH LIMKA 30XUCTY — BIA MOMEHTY 3ABAHTCXKEHHS CUCTEMM AO POOOTU
MNPUKAQAHOTO 13 — TO AO3BOASE CTAHAQPTU3YBATK MPOLLECH MIABULLIEHHS BEe3neKkm 1
NPOAYKTMBHOCTI WIindows Yy NepCOHAABHUX | KOPMOPATUMBHUX CEPEAOBULLLOX.

NMPAKTUYHA LLIHHICTb

PAKTUYHA LLIHHICTb MOAATAE Y MOXXAMBOCTI MPAMOTO 30CTOCYBAHHA OMUMCAHOI MOAEAI
AAS HOAQLUTYBOHHS PEAABHUX POOOYMX CTAHLLIM. BUKOHOHAO KOHQoirypaLs UEFI, TPM,
Secure Boot i BitLocker, a TaKoX AAropUTm ontmimizauil Windows moxkyTb OyTH
BUKOPMCTAHI AAMIHICTOATOPAMM AARA MIABULLLEHHS CTIMKOCTI CUCTEM AO ATOK |
NOAIMNLLEHHS NPOAYKTUBHOCTI. [TPEACTABAEHI MOKPOKOBI IHCTPYKLLI, CKPIHLLIOTH TA
EKCMNEPUMEHTAAbHI PE3YALTATU 300E3MEYYIOTh MOXAMBICTb LLIBUAKOTO NMOBTOPEHHS
METOAMKM Y HOBYAABHMX, KOPMOPATUBHUX QOO CEPBICHMX YMOBOX.




O0’exT I IpeaMeT J0CIALIKEHHSA

®» OO6’eKT: [HDOpMALIMHO Be3neKka TA MPOAYKTMBHICTb ONEPALLIMHOI
cuctemm Windows.

» [I[peameT: MeToaM T 30COOM ANAPATHOIO M MPOrPAMHOrO
3axmcty Windows y NOEAHAHHI 3 ONTUMIZALLIMHUMM MEXAHI3MAMM.




OcHoBHi 3arpo3u ajasa Windows

» ATOaKu yepes
3ABAHTAXYBAAbHUMU
ACQHLLIOT

=» KomnpomeTauis
O0OAIKOBUX AQHUX

=» Ransomware

» EKCNAOUTHU HYAbOBOTO
AHS

= CouiaAbHA iHXeHepis

» ATAKM HO NPOTOKOAU
SMB, RDP




AnapaTtHa 6e3neka: UEFI, Secure Boot

» [llo 3a6e3ne4yloThb:

e 3QAXMCT BIA MOAMADIKALLII 30BAHTAXKYBAYA

*  Bepudikauigd uMADPOBMX MIAMMCIB

*  HEeMOXAMBICTb 3AMYCKY HEMAMMCAHOTO KOAY

CT1BOPEHHS KOPEHST AOBIPU AAG TPM Ta BitLocker

Windows Security

O Device security

Security that comes built into your device.
Home

Sew il il

Virus & threat protection & . -

4 Core isolation

Account protection lation helps keep your ce safe by protecting the Wi System Mode
kernel.

Firewall & network protection Two or more Core isolation features are bled. Your de may be

vulnerable.

e ure Boot
App & browser control

olation details
Device security

wtore Factory Keys
et To Setup Mode

Setup
.
S endacd

Device performance & health

Family options
-y 1Management

Protection history 5€ t p rm module (TPM

(2 Secure boot

Secure boot is on, preventir alicious software from loading when your
dev arts

Learn more

8> Data encryption

Helps protect your data from unauthori ss in case your devic
lost or stolen.

Manage e encryption




Trusted Platform Module 2.0

% Trusted Platform Module (TPM) Management on Local Computer

AI_IODOTHM[Z MOAY/\b & File Action View Window Help
30EPIraHHA KAKOMIB LEATE

|-_ih QLUELE BB ELY BTSN LT T TPM Management on Local Computer

L TPM Management on Local Computer
l/] Ko p l/l C TO Bye Configures the TPM and its support by the Windows platform
.
KPUNTOrpAdIto — .
‘Windows computers containing a Trusted Platform Medule {TPM) provide enhanced security features. This snap-in displays information about the computer's TPM and
TO L allows administrators to manage the device,

Status

|_| iATpMMye The TPMis ready for use.
BUMIPIOBOHHS e Optiors
I_Li /\i C H O C Ti ( P C R ) You may clearthe TPM to remove ownership and reset the TPM to factory defaults.

TPM Manufacturer Information

H e O 6Xi A H M P] A /\ ﬂ Manufacturer Name: AMD Manufacturer Version: 3.92.0.5 Speciication Version: 2.0
BitLocker, Windows
Hello




BitLocker

» [lepeBaru:

ABTOMAOTUYHMIM 3AXUCT
CUCTEMHOTO AMCKQO

IHTerpadigd 3 TPM
LLIndpopysaHHg XTS-AES

QXMCT BiA BUKDAAEHHS ACHMX
CkpiHwWwoTH:
manage-bde -status
BitLocker Enabled

" 2 Administrator: Windows Powt X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\FastikFox> manage-bde sty
BitLocker Drive Encryption: Configuration Tool version 10.0.26100
Copyright (C) 2013 Microsoft Corporation. ALl rights reserved.

Volume C: []
All Key Protectors

Operating system drive

C: BitLocker Encrypting

= ®2 Back up your recovery key

'.- Turn off BitLocker



UEFI opotu Legacy BIOS

UEFI 3a6e3neyye:

OiAbLLY Oe3neky;

MNIATOUMKY Secure Boof; 4
KPALLLY CTPYKTYPM3ALL,iO [ J \
30BAHTOXKEHHS; 4
HEOOXIAHICTb AAS \

Windows 11.




OnTumisauia OC Windows

PO3rA9AQETLCH:

BIAKAIOYEHHSA HEMOTPIOHMX
CAYXO

KepyBAHHS
QBTO3QBAHTOXKEHHIM

OnNTMMI3ALII TEAEMETPIT

OYULLIEHHY CUCTEMMU

BUMKHEHHS HEMOTPIOHMX
KomrnoHeHTiB Windows Feature
Sel




WinUtil sk iHcTpymeHT onTumisauii Windows

= e )|

Config

» WinUtil AO3BOASE:

Standard Clear

Get Installed

[TOBHY QBTOMATM3ALLIKD OMTUMI3ALLIT

Create Resore P

Delete Temporary Fil

Disable ConsumerFeatures(7

Disable Telemetry(7)

Disable Activity History[?)

Disable Explorer Automatic Folder Discovery
Disable GameDVR(z)

Disable Hibemation7)

Disable Homegrou

Disable Location Tracking(z)

Disable Storage Sense(?)

Disable Wifi-Sense(z)

Enable End Task With Right Click(

Run Disk Cleanup(?)

Change Windows Terminal default: PowerShell 5 -~ PowerShell 77)
Disable Powershell 7 Telemetry(7)

Disable Recall)

Set Hibernation as default (good for laptops)7)
Set Services to Manualiz)

Debloat Edg

BUMKHEHHS TEeAEMETPII

OUNLLIEHHSA TMMYACOBUX JOAMAIB

OnNTMMI3ALLIKD CAYXXO

BCTAOHOBAEHHS KOPUCHOTO [13

Adobe Network Block(z)

Disable IPvé[7)

Prefer IPv4 over IPv6(?)
Disable Teredo(z)

Disable Background Appsz)

YCYHEHH$ 30MBUX KOMIMOHEHTIB

Disable Fullscreen Optimization:

Disable Microsoft Copilot[?)

Disable Intel MM {vPro LM:

Disable Notification Tray/Calendar(7)

Disable Windows Platform Binary Table (WPBT)
Set Displav for Performance?

Run Tweaks Undo Selected Tweaks

Customize Preferences
‘) Dark Theme for Windows
‘) Bing Search in Start Menu
@D numLock on Startup

(@ ) Verbose Messages During Logon
‘) Recommendations in Start Menu

7" Remove Settings Home Page
@D snap Window
@D snap Assist Fiyout
‘} Snap Assist Suggestion
) Mouse Acceleration
Sticky Keys
Show Hidden Files
{ ) Show File Extensions
{ A Search Bution in Taskbar
t:sk View Button in Taskbar

LELVGTRVIT B, Performance Profile




MpakTU4HA YacTuHA: MIAroTOBKO CUCTEMU

Item

05 Name

‘ersion

Other OS Description
0S Manufacturer
System Name

System Manufacturer
System Model

System Type

System SKU

Processor

BIOS Version/Date
SMBIOS Version
Embedded Controller Version
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version
Platform Role

Secure Boot State

PCRT Configuration
Windows Directory
System Directory

Boot Device

Locale

Hardware Abstraction Layer
User Mame

Time Zone

Installed Physical Memory (RAM)

Total Physical Memory
Available Physical Memary
Total Virtual Memory
Available Virtual Memory
Page File Space

Page File

Kernel DMA Protection
Virtualization-based security

virtualization-based securitv Re...

value

Microsoft Windows 11 Pro
10.0.26100 Build 26100

Mot Available

Microsoft Corporation
FASTIKFOXPC

Gigabyte Technology Co., Ltd.
B450M 52H W2

x64-based PC

Default string

AMD Ryzen 7 5700X3D 8-Core Processor, 3001 Mhz, 8 Core(s), 16 Logical Pro...
American Megatrends International, LLC. F65, 22.03.2024
3.3

2533.2535

UEFI

Gigabyte Technology Co., Ltd.
B450M 52H w2

Default string

Desktop

On

Elevation Required to View
CHRWINDOWS
CRNWINDOWS\system32
“DevicetHarddiskvolume1
Russia

Version = "10.0.26100.1"
FASTIKFOXPC\FastikFox

FLE Standard Time

32,0 GB

31,9 GB

15,9 GB

33,0 GB

10,6 GB

2,00 GB

Chypagefile.sys

off

Running

Find Close Find

:d category only

([ search category names only

System > Storage > Storage Sense

Cleanup of temporary files

Keep Windows running smoothly by automatically cleaning up temporary system and app files

Automatic User content cleanup

@ o

Storage Sense runs based on the frequency you choose here. We
cleaned up 5,79 GB of space in the past month. Last run: 08.12.2025 3:59.

Configure cleanup schedules
Run Storage Sense

Every month

Delete files in my recycle bin if they have been there for over.

14 days

Delete files in my Downloads folder if they haven't been opened for
more than:

Never (default)

Run Storage Sense now




MMpakTuyHa YyacTuHa: BitLocker

B Administrator: Windows Powt Dpe rati .-Ig S}rste m d ri".-'E'
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

C: BitLocker Encrypting

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

i 1 S
PS C:\Users\FastikFox> manage-bde 23 m — % Back up your recovery key
BitLocker Drive Encryption: Configuration Tool version 10.0.26180 Tur ; L
¥y Turn off BitLocker
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

Volume C: []
ALl Key Protectors

,

/s O m

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Administrator: Windows Powe X
¢« B BitLocker Drive Encryption (C:)

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

Choose how much of your drive to encrypt
PS C:\Users\FastikFox> manage-bde C:

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive BitLoerr Drive Encr?Ption: Configura“cion Tool ':"ersj(m 10.0.26100
that's currently being used. BitLocker encrypts new data automatically as you add it. Copyright (C) 2013 Microsoft Corporation. ALl rights reserved.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

Volume C: []
ALl Key Protectors

TPM:
© Encrypt used disk space only (faster and best for new PCs and drives) ID: {F99F3581-3E80-U2F9-BE2C-TCFALASUCFLO}
~ o . . PCR Validation Profile:
() Encrypt entire drive (slower but best for PCs and drives already in use) 7 11
'
(Uses Secure Boot for integrity validation)

Numerical Password:
ID: {5FCOBEFB-876A-UDFA-AFET-73D8UCFO5DFL}
Password:

41u634-596U09-150282-302012-214423-025223-380600-686279
Backup type:
Saved to file

PS C:\Users\FastikFox>

Mext Cancel




MpakTuyHa YyacTuHa: WinUtil

22 Administrator: Windows Pow: X +

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\FastikFox> irm https://christitus.com/win | iex

Install’lUpgrade Applications Chromium Falkon Firefox Firefox ESR
Uninstall Applications i PaleMoon Tor Browser Ungoogled Vivaldi
Zen Browser

Upgrade all Applications

Winget
Chocolatey Beeper ‘Chatterino i Guilded

Linphone Qrox i Signal

Telegram Unigram d Zoom
Clear Selection

Get Installed

Selected Apps: 0 Anaconda Qink DaxStudio Docker Desktop Fast Node Manager Fork
Git Git Butier Git Extensions GitHub CLl GitHub Desktop Gitify GitKraken Qlient Godot Engine
Go Helix Amazon Corretio 11 (LT Amazon Corretio 17 (LT, Amazon Corretto 21 AT Amazon Corretto 8 (LTS, Jetbrains Toolbox Lazygit
Miniconda Code With Mu (Mu Editi Neovim NodeJs NodeJs LTS Node Version Manager Paa Oh My Posh (Prompty
Postman Pulsar Python Version Manage Python3 Rust Starship (Shell Prompt)  Sublime Merge Sublime Text
Swift toalchain Eclipse Temurin Thomny PythonIDE  Unity GameEngine  Vagrant Visual Studio 2022 VS Code VS Codium
Wezterm Yam

Adobe Acrobat Reader  AFFINE Anki Calibre Faxit PDF Editor Foxit PDF Reader Joplin (FOSS Notes) LibreOffice
Logseq massCode {Snippet Man NAPS2 (Document Scan  Notepad++ Obsidian Okular ONLYOffice Desktop ~ PDF24 areator
PDFgear PDFsam Basic simplenote Sumatra PDF WinMerge XNournal++ 7im Desktop Wiki Znote

Cemu Cione Hero. EA App Emulation Station Epic Games Launcher  GeForce NOW GOG Galaxy Heroic Games Launcher
Hch.io Moonlight/GameStream Playnite Prism Launcher PS Remote Play SideQuesiVR Steam Sunshine/GameStream

TN Accoumnt Susitcher 1ihicnft Connect Wirheal Nackinn Straame XFAMIT




Pe3yAbTATHU NPAKTUHHOI YHOCTUHM

» Pe3yAbLTATH
BMPOBAAXKEHHS:

e [lIABMLLIEHHS
CTAOIABHOCTI

*  3MEHLLUEHHI DOHOBMX
npoLLecCis

3POCTAHHA
MNPOOAYKTMBHOCTI

*  MAOKCMMOABHMM PIBEHbD
AMNAPATHOrO 30XMCTY

*  3MEHLLEHHS PU3MKY
KOMMpomeTaul
CUCTEMM




=» OCHOBHI pe3yAbTaTU poboTH:

* [lPOOHAOAI3OBAHO CTRYKTYPY Besneku
Windows

AOCAIAKEHO MOXAMBOCTI TPM, Secure
ooft, BitLocker

PO3pOOAEHO IHTEIPOBAOHY MOAEAb
30XUCTY

[TooBeAeHO ontumizaLio OC y
NPAKTUYHOMY CEPEAOBMLL

[TIATBEPAXKEHO €DEKTUBHICTE MOAEAI
TECTYBAHHAM

BUCHOBKU TA NnepCcneKkTUBU PO3BUTKY

» [lepcneKkTuBu PO3BUTKY:

BukopumctaHHa Defender Application
Control

BrpoBaAXEHHS Zero Trust MOAEAI

ABTOMQATM3ALLIA 3ACTOCOBAHMX
HOAQLLTYBOHb Yepe3 PowerShell-
CKpPMNTU

IHTerpauig 3 Active Directory



IHDOPMALLIA LLLOAO MYOAIKALLIM

= Il MDKHAPOAHA HAYKOBO-MPAKTUHHA KOH®PEPEHLLIA “HOBITHI
TEXHOAOTINHI TEHAEHLLII CMAPT IHAYCTPII TA IHTEPHETY PEYEN”

» AHAAI3 TEXHOAOTIN AUCTAHLIMOTO KEPYBAHHSA XMBAEHHAM
OBYNCAIOBAABHNX CHUCTEM (ctopinka 100)

EkcnepMMeHTAaAbHA 6a3a TAa AXXepeAd NPAKTUHHOI pedaAisaui
[MTOAKTMYHO HOCTMHA POBOOTH BA3YETLCH HO AHAAI3I OPILLIMHOI TEXHIYHOT AOKYMEHTALL,
HAYKOBMX MYOAIKALLIM TA TAOAY3EBUX PEKOMEHAALLIM LLLOAO Oe3rnekm Windows.

Y nooLueci peaAi3aLLl BUKOPUCTAHO:
ODILLIMHY AOKYMEHTALLIIO Microsoft oao Secure Boot, TPM 2.0 ta BitLocker;
pekomeHAaLLl NIST (SP 800-53, SP 800-171) LLLOAO 30XMCTY IHDOPMALLIMHUX CUCTEM;
» martepiaam CIS Benchmarks aag Windows;
» QHOAITMYHI 3BITU LLLOAO 3arp03 Windows-nAaTdoopm;
» EKCMNEPUMEHTOAbHY NEPEBIPKY HOAALLTYBAHb HO PEAAbHIM POOOYIM CTAHLLII
3 QIKCALLEIO PE3YALTATIB (CKPIHLLIOTHU, KOMAHAM PowerShell).

Microsoft Learn — learn.microsoft.com
NIST Cybersecurity Framework — nist.gov
CIS Benchmarks — cisecurity.org



AJKYlO 30 yBary!




